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Abstract

The transition from analog to digital safety‐critical instrumentation and con-

trol (I&C) systems has introduced new challenges for software experts to

deliver increased software reliability. Since the 1970s, researchers are con-

tinuing to propose software reliability models for reliability estimation of

software. However, these approaches rely on the failure history for the

assessment of reliability. Due to insufficient failure data, these models fail

to predict the reliability of safety critical systems. This paper utilizes the

Bayesian update methodology and proposes a framework for the reliability

assessment of the safety‐critical systems (SCSs). The proposed methodology

is validated using experiments performed on real data of 12 safety‐critical

control systems of nuclear power plants.
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1 | INTRODUCTION

Safety‐critical control system (SCCS) of Nuclear Power Plant (NPP) requires accurate reliability prediction for its
effective performance.1-3 Safety‐critical system (SCS) performance relies severely on the software program being used.
The software undergoes rigorous testing and certification process before being deployed in SCCS NPP systems. The
software program is developed with superior quality and high reliability using international standards and hence
confronts rare failures. For assessing and predicting the reliability, many software reliability models (SRMs)4-6 have
been proposed in the last few decades. Various SRMs are reviewed for their potential use in quantifying software
reliability and probabilities to support the reliability modeling of digital systems in SCS. Broadly, these SRMs fall into
four categories: software reliability growth models, Bayesian belief network (BBN), test‐based methods, and correla-
tion methods.
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We believe that SRM for SCS must have some special desirable characteristics:

1. There should be acceptable documentation of the method and its applications that can be understood and
evaluated.

2. There should be a strong justification of the assumptions made.
3. It should be possible to consider the specific operating conditions of the software.
4. It should be able to address all the uncertainties for better accuracy.
5. There should be sufficiency of model parameters.
6. The models should have proper verification and validation ways.

Several models do not have description of intended uses of the method and all assumptions.6,7 In general,
the existing SRM assumes unrealistic assumptions and use failure history to estimate the parameters of the models
in order to calculate the reliability. As of our knowledge, we have found very few SRM which consider the specific
operating conditions of the software.8 Software reliability growth model (SRGM) estimates the software reliability
with high accuracy, if there is sufficiency of failure data and therefore are not suitable to SCS.

Software errors are generally due to unstated, ambiguous, and unrealistic requirements or because of design
errors. From this, we believe that if it is possible to formulate any model that can accommodate errors in each phase
of software development life cycle (SDLC) and also can propagate them in next phase, prior to the completion of
software development, it will give more accurate reliability prediction results. A perfect designed software require-
ment and specification (SRS) not only depends on the requirements and analysis but also on the expert's opinion,
the domain knowledge, and the experience of the SRS designing team, the resources available, and many other con-
straints. Taking these as the inputs for the requirements phase, a perfect SRS is designed. These inputs may be con-
sidered as “safety cases” or “safety arguments” as these are the collection of evidence responsible for the proper
development of final product. Evidence for safety cases or safety arguments for each phase exists. Using these evi-
dences, we can create BBN model for each phase of life cycle model and calculate the inferred probability using
the safety argument values. A proper conditional probability is to be given to evidence in order to correctly assess
the reliability of each phase.

The aim of this paper is to develop a Bayesian technique for reliability analysis of SCS. The proposed
technique satisfies all the above‐stated six desirable characteristics and hence suitable for SCS. It provides an analyt-
ical mechanism to capture the information starting from SRS phase (first phase) to operational phase (final phase) of
SDLC.

Singh et al.8 have proposed an approach for early prediction of software reliability using stochastic modeling for
feedwater system. This approach addresses the unrealistic assumption of transition probabilities of Markov Chain, made
by earlier researchers. However, this model is based on the observable states of the system and there is a possibility to
miss out the undesirable scenario that may happen in the future. Hence, devising a model that can embed the develop-
ment characteristics of the software will give more accurate results.

Kang et al.9 proposed an input profile‐based software testing method for the quantification of the failure probability
using Binomial distribution and Bayesian approach. The proposed method is capable to consider operational profile that
can be produced based on process parameters. However, the method neither considers the SDLC process nor a mech-
anism to deal with insufficiency of data.

Eom et al.10 proposed a verification and validation‐based fault estimation method using Bayesian network to estimate
the remaining faults for SCS after the SDLC is completed. Moreover, estimating remaining fault is only a reliability met-
ric. The computation of reliability has not been discussed, based on which the regulators decide the operation of system.

Singh et al.11 have proposed an effective method to compute the parameters of the Markov chain, which is suitable to
predict the reliability of the system. The validation is done on operational profile data of 2 years. However, in case of
SCSs, the operational profile data of 2 years is very less. Therefore, the approach is more conservative to be accepted
for SCS.

Kumar et al.12 have proposed a method for safety analysis of SCS with a case study of reactor core isolation cooling
system of NPP. The approach provides an effective methodology to construct a Petri net model. However, to perform the
reliability analysis, the throughput or rate of transitions must be known. Therefore, the uncertainties involved in the
model will not give accurate results in case of SCS.

Kim et al.13 came up with a novel approach for the estimations of the parameters for the SRGM. The authors pro-
posed a methodology for finding the parameters using real‐valued genetic algorithm instead of the approaches like
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the maximum likelihood estimation, numerical methods, or least square estimation methods. For the improvement of
the performance and the accuracy of the parameter estimation, two real‐valued genetic operators, namely heuristic
cross over and nonuniform mutation, were applied. The fitness value of a chromosome is calculated using the actual
and the estimated number of failures at time ti, which infers that proper fault history and its occurrence time is required
for the chromosome fitness function calculation, which is not always feasible for the case of SCS.

Sharma et al.14 unbolted the problem of optimal model selection by different practitioners using a limited number of
model selection criteria. However, the approach has not been validated on any SCS.

Andreou and Chatzis15 have addressed the issues of lack of research in count data regression and inefficient algo-
rithms for the posterior calculation of hierarchical Bayesian approach. To overcome these issues, the authors proposed
a doubly stochastic Poisson process for count data regression using hierarchical Bayesian model. The failure rate at each
time unit was modeled as a space parameter expressed as the output variable for the Bayesian model driven by the met-
rics data. However, the assumptions made for the model formulation regarding N releases, xi software metrics
pertaining to the ith release, and the corresponding defect counts, with corresponding time durations {tigni¼1, cannot
be justified with respect to SCS systems.

Bai16 has developed an extended Markov Bayesian network (ENBM) model for the reliability evaluation with an
operational profile and compared its performance with the Kaaniche‐Kanoun model (K&K model)17 on SPACE failure
data. However, it does not consider the experts' opinion in the early phases of the SDLC.

Peng et al.18 proposed a model fabricated with an information integration framework, two information toolkits, and
three Bayesian models. However, the steps involved in the implementation of the model are not justified correctly. For
example, one of the steps says “select reliability model for the product in the predevelopment stage.” The basis of model
selection is not mentioned. No assumptions regarding the failure are being made in order to choose the reliability
models.

Xing et al.19 presented a Bayesian method for binomial systems using earlier test data and prototype. However, the
expert's knowledge is not exploited in the model. If we can exploit the expert's knowledge along with the earlier test data
and the prototype, then the model could have been more effective.

Li et al.20 studied the reliability biasness due to the assumed prior product failure distribution in the reliability esti-
mation and proposed a model using sequential test procedure and the Bayesian theorem to overcome the issue. How-
ever, the methodology has not been validated on real‐time data. And, the approach remains silent on the case of
decreasing reliability growth.

Yu et al.21 proposed a Bayesian network‐based program dependence graph for fault localization. The approach
overcomes the problem of inferring fault localization across nonadjacent nodes. The performance evaluation of the
model was done on Siemens suite and Space datasets. However, these datasets have been widely used in fault local-
ization. The work needs to be generalized by verifying and validating it on different varieties of datasets. The
approach deals with only the correct implementation of the program, and incorrect implementation also needs to
be envisaged.

Campodonico and Singpurwalla22 used the Bayesianmethodology for predicting the number of faults using logarithmic
Poison model in software. The model does not consider the expert's knowledge in the earlier stages of the life cycle model.

Zou et al.23 developed a software platform known as Software Reliability Auto‐Modeling and Analysis Platform. The
proposed technique is based on flow network model, which is hard to create for lengthy programs. Further, it treats the
process as deterministic process and fails to capture the dynamic behavior of the system.

The paper is organized as follows: Proposed framework, along with the assumptions and requirements for the model,
is discussed in Section 2. Section 3 depicts the case study of digital feedwater control system (DFWCS) along with its
failure impacts. Application of the proposed framework on case study is discussed in Section 4. Result and validation
are shown in Section 5. Section 6 concludes the research work.
2 | PROPOSED FRAMEWORK

We exploit Bayesian Update methodology to estimate the failure probability of the system using expert's knowledge. If
the system is not newly installed or not‐of‐first‐kind, available operational profile data shall be combined along with
expert's knowledge. This estimate is called prior estimate. Prior estimate can be combined with current estimate, known
as Likelihood, to forecast the failures, known as posterior distribution. The mechanism, containing these three phases,
is shown in Figure 1.



FIGURE 1 Effects of Safety‐critical system failure
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2.1 | BBN model construction

BBN models are directed acyclic graph used in many areas like probablistic reaoning, robust localization, and decision
making.24 The BBNs are helpful in reliability estimation due to its representation of the joint distribution and reasoning
under vagueness.

The following three steps are involved in the construction of the BBN model:

1. Node identification.
2. Structure identification.
3. Filling the conditional probability table (CPT).
2.1.1 | Node identification

This step identifies the design suitability, expert's knowledge, domain knowledge and experience competence of the
development team, and design constrains along with various properties of the system in each phase of the life cycle
model for which the BBN model is to be created. For software reliability, the required attributes need to be considered
as nodes, as applicable to the considered SDLC phase.
2.1.2 | Structure identification

This step will capture the relationships between the various properties of step 2.1.1 to determine the structure of the
BBN model. The following restrictions are made on the directed arcs of the BBN:

1. Edges can only point from lower level nodes to upper level nodes. The reason for this constraint is that failure prop-
agates from lower‐level component to a higher‐level component.

2. There must be a directed path from each node to the system. We will not consider that node which does not exerts
any causal influence either directly or indirectly on the system.

For SDLC, each phase depends on its previous phase. Therefore, edges should be marked keeping in view of consis-
tency and logical flow.
2.1.3 | Filling the CPT

The conditional probability corresponding to each relation must be defined in the CPT in order to complete the BBN
model.
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2.2 | Prior estimate

The prior estimate represents the present state of knowledge, or present description of uncertainty, about the model
parameter before data is being observed. Informative prior and the noninformative prior estimation are the two methods
of choosing prior estimate. In informative prior estimation, the analyst uses his knowledge along with the expert's opin-
ion to construct the prior estimate about the substantive problem based on some other data. The noninformative prior
estimation ignores the model parameter and acts as if no prior information or knowledge exists about the parameters
before observing the data.
2.3 | Likelihood function

Once the data is observed, the likelihood function is constructed. It is the joint probability function of the data, viewed
as function of parameters, treating the observed data as fixed quantities. Let y = (y1,……, yn) have been obtained inde-
pendently, then the likelihood (L) function is calculated by

L θ│y
� �

¼ p y1;…; yn│θ
� �

¼ ∏
n

i − 1
p y1│θ
� �

: (1)

The likelihood function is used to generate the maximum likelihood estimator and as a key component in Bayesian
inference. The main idea is to collect and use the updated information, when and where available. The current data can
be taken to derive this function.
2.4 | Posterior estimate

The posterior estimate, p(θ │ y), can be defined as the product of the prior estimate and the likelihood function. It is
calculated by applying Bayes' theorem as follows:

p θ│y
� �

¼
p θð ÞL θ│y

� �

∫p θð Þp y│θ
� �

dθ
¼

p θð ÞL θ│y
� �

p yð Þ ∝ p θð ÞL θ│y
� �

; (2)

where p(y) stands for the marginal probability.
The main idea is to accommodate updated information in the prior knowledge to know much insight about the pro-

cess for more accurate results.
Generally, software errors originate due to ambiguous/incomplete requirements or due to design defects in the

requirement phase or the design phase respectively. Such errors propagate further in later stages of SDLC. However,
a SCS system rarely meets any failure due to the standard development process being followed and rigorous testing done
before it is being implemented in real‐time environments. As a result, insufficient failure data is available with the reli-
ability assessor to assess the reliability using the traditional SRGMs. In order to overcome the failure insufficiency prob-
lem for SCS reliability evaluation, we propose a Bayesian update model which captures the reliability using the expert's
knowledge and the available operational data (if available) to estimate the prior distribution of the system. The prior
estimate and the likelihood are combined together using the BBN model to calculate the posterior distribution in each
phase of the SDLC.

The BBN model updates the prior estimate by combining the preexisting knowledge (expert's knowledge and the
available operational data) with subsequent available information (likelihood) and fixes the evidence based on the
observed data.
3 | CASE STUDY

Figure 2 shows the modules and components considered in the reliability model of the DFWCS and the main signals
between them. Pressurized water reactor (PWR) has two primary and secondary loops. Primary loop is responsible
for the generation of heat from nuclear chain reaction and transferring it to the secondary loop through the steam
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generators. The PWR has two secondary loops, each with a DFWCS. The DFWCS consists of sensors, transmitters, two
CPU modules, four controller modules (main feedwater valve [MFV], bypass feedwater valve [BFV], feedwater pump
[FWP], and pressure differential indicating [PDI]), and associated direct current (DC) power supplies and 120 v alter-
nating current (AC) buses.

The DFWCS sends demand signals to the positioners of the main feedwater‐regulating valve (MFRV) and the bypass
feedwater‐regulating valve (BFRV) and to the turbine controller of the main feedwater pump (MFP). Electrical signals
are converted into pneumatic pressure by the positioners that is used to position valves. The PDI controller displays the
differential pressure across the MFRV and also serves as manual control station for the MFRV and BFRV. CPU modules
and the controller modules consist of a microprocessor and associated components, like analog/digital (A/D) converter
and multiplexer (MUX). The feedwater controller maintains ideal water level of ±2 in with respect to some reference
point inside each steam generators. If the water level of the steam generators rises above +30 in or falls below −24
in, the feedwater controller is assumed to be failed.
Main and backup CPUs

The main and backup CPUs are considered the brains of the DFWCS. The control algorithms for the feedwater control-
ler are executed on the main CPU (MC) as well as the backup CPU (BC). The FWP, BFV, and MFV use the output signal
determined by the PDI through analog control signal along with the failure status signals of the MC or BC. Two CPUs
are used for system redundancy. Information like CPU status, deviations, and input signal validity are exchanged by
both the CPU. WDT is responsible for monitoring both the CPU functioning and in failure of any of the CPU it sends
the status of its associated CPU to the controllers. Each controller uses the status information to determine which of the
two demand inputs (from main or backup CPU) to send to the component associated with that controller. The main
CPU is assumed to be in control, with the backup CPU operating in tracking mode.
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MFV controller

The MFV controller is an interface between the CPU and the MFRV positioners. It is also a manual control station for
the MFRV. The CPU provides valve‐position demand signals to the MFV controller which, in turn, transmits a demand
signal to the MFRV positioners. The MFV controller receives the status of the CPUs from both the CPUs and their asso-
ciated WDTs.
FWP controller

The FWP controller processes the FWP demand signal when it receives pump demands and CPU status information
from the CPUs and sends FWP demand to the turbine speed controller. FWP controller does not send CPU status infor-
mation to the CPUs and does not have the PDI controller.
BFV controller

The BFV controller is responsible for processing the BFV demand signals. Once the BFV controller receives BFV
demands and CPU status information from the CPU, it sends the BFRV demand to the BFRV controller. The BFV con-
troller provides alarms to the plant's annunciator system and the plant computer based on failure information received
from the MFV and FWP controllers through Microlink. When the plant is operating in full‐power mode, the BFRV is
normally closed; even if it fails open, the DFWCS is assumed to accommodate the failure.
PDI controller

PDI controller is normally on standby and does not directly undertake any control function during DFWCS automatic
control. It normally displays the differential pressure across the MFRV and has a buffer for holding the outputs of the
MFV and BFV controllers until the PDI controller is automatically or manually switched into the control loop.

It is interfaced with nine other SCSs. It uses heterogeneous network protocols: Media Redundancy Protocol
(IEC62439‐2) in sensors network, Rapid Spanning Tree protocol (IEC62439‐1) data acquisition network, and Parallel
Redundancy Protocol (IEC62439‐3) in human machine network.
4 | APPLICATION OF PROPOSED FRAMEWORK ON CASE STUDY
4.1 | BBN model construction

The BBN model for DFWCS is shown in Figure 3. The BBN model depicts the different phases of the SDLC model along
with the evidences for each phase. The evidences in this paper follows a binomial characteristic, ie, each evidence of the
BBN model takes two values T or F to represent the status “selected” and “not selected,” respectively. Then, for a node
with n parents, 2n conditional probabilities functions can be constructed. The notations for the evidences of the BBN
model are shown in Table 1, for convenience. The BBN model also consists of the probability and the conditional prob-
abilities for the independent nodes and the relations, respectively. The CPT for the different phases of the BBN model
with respect to their evidences is shown in Table 2 . The probabilities, representing the correctness of the evidences,
have been assigned based on the discussions with the respective stakeholders, peer meetings, and experience on devel-
oped projects.
4.1.1 | Calculation of the prior estimate

We have used the informative prior estimation for our case study which is qualitative in nature, depending on the dis-
cussions, meetings, experiences, and expert judgments. Given the initial probability distribution function of a Bayesian
network, the joint probability distribution function for n variables,Pr(X1,X2,…,Xn) can be calculated as
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Pr X1;X2;…;Xnð Þ ¼ ∏n
i¼1Pr XijParent Xið Þð Þ:

The reliability of the system or software depends on correctness of each phase of the system or SDLC that starts from
requirements. Further, the correctness of next phase depends on the correctness of the current phase. Therefore, the
BBN model can be utilized to compute the correctness of subsequent phases. The correctness of the system or software
will ultimately be judged during testing phase. Hence, it is required to compute the prior correctness of the testing
phase. The methodology is explained as follows.

P Dð Þ ¼ P D; A; B; Cð Þ þ P D; A; B; C′ð Þ þ P D; A; B′; C
� �þ P D; A; B′; C′

� �þ P D; A′; B; C
� �þ P D; A′; B; C′

� �
þ P D; A′; B′; C

� �þ P D; A′; B′; C′
� �

; (3)

¼ P D∣A; B; Cð Þ*P A; B; Cð Þ þ P D∣A; B; C
0

� �
*P A; B; C

0
�

þ P D∣A; B
0
; C

� �
*P A; B

0
; C

� �
þ P DjA; B0

; C
0

� �
*P A; B

0
; C

0
� �

þ P D∣A
0
; B; C

� �
*P A

0
; B; C

� �
þ P D∣A

0
; B; C

0
� �

*P A
0
; B; C

0
� �

þ P DjA0
;B

0
;C

� �
*P A

0
;B

0
;C

� �
þ P DjA0

;B
0
;C

0
� �

*P A
0
;B0;C

0
� �

: (4)

4.1.2 | Prior for requirement phase

The prior probability for the Requirement Phase can be calculated as follows: Equations (3) and (4) need to be inserted
here.



TABLE 1 Notations for the evidences of the BBN model

A Team has proper experience and domain knowledge

B Resource availability and design constraints

C SRS expert's knowledge

D SRS is perfect

E Expert's knowledge and competent design team

G Sufficient resources/design standards and appropriate design methods followed

H Design is perfect

I Skilled team and appropriate programming standards followed

J Resources are available and interconnections done as per SRS.

K Implementation expert's opinion

L Implementation is perfect

M Components are synchronized and working properly

N Test cases are written and run properly

O Testing is perfect
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Using the values of CPT, given in Table 2, and the probability values of the evidences A, B, and C from Figure 3, we
can calculate the prior probability for the requirement phase. Since, evidences A, B, and C are independent of each
other, their joint probability is simply the product of their probabilities. So, from (4), the value of P(D) can be calculated
as

P Dð Þ ¼ 0:999*0:995*0:984*0:998ð Þ þ 0:892*0:995*0:984*0:002ð Þ þ 0:884*0:995*0:016*0:998ð Þ
þ 0:830*0:995*0:016*0:002ð Þ þ 0:720*0:005*0:984*0:998ð Þ þ 0:200*0:005*0:984*0:002ð Þ
þ 0:202*0:005*0:016*0:998ð Þ þ 0:001*0:005*0:016*0:002ð Þ ⇒ P Dð Þ
¼ 0:996: (5)
4.1.3 | Prior for design phase

The simplified BBN for the design phase is represented in Figure 4. Figure 4(i) is the Bayesian network model (a sub
graph of the BBN model of Figure 3) for design phase. In Figure 4(ii), node D subsumes the parent nodes A, B, and
C. In Figure 4(iii), nodes E and G have been clustered together to form node (E + G). The new CPT for the node (E
+ G) is shown in Table 3. Using the new CPT values obtained in Table 3 and the probability value of node D, the prior
probability for node H can be calculated.

Similarly, the prior probabilities of the design, implementation and testing phases can be computed. The computed
prior probabilities for all the four phases of the BBN model are summarized in Table 4.
4.2 | Calculation of the likelihood

The operational profile data of 3 years for DFWCS is continuously logged into a computer based system, which can be
used to calculate its reliability. The calculated reliability from real data is known as likelihood. For DFWCS, the entire
input domain is partitioned into subdomains, hence Brown and Lipow input domain model25 can be applied to find its
likelihood (reliability from real data) also called “the operational usage reliability,” which is given by the following
equation:



TABLE 2 CPT for the different relations of the BBN Model.

CPT for Requirement Phase

A B C P(D)

T T T 0.999

T T F 0.892

T F T 0.884

T F F 0.830

F T T 0.720

F T F 0.200

F F T 0.202

F F F 0.001

CPT for Implementation Phase

I J K P(L)

T T T 0.996

T T F 0.823

T F T 0.783

T F F 0.624

F T T 0.778

F T F 0.428

F F T 0.398

F F F 0.090

CPT for Design Phase

E G P(H)

T T 0.992

T F 0.789

F T 0.578

F F 0.080

CPT for Testing Phase

M N P(O)

T T 0.993

T F 0. 605

F T 0.420

F F 0.082
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L ¼ 1 −∑m
i¼1

f i
ni

� �
P Eið Þ; (6)

where
P(Ei) is the probability of the specified operational input vector selected from each equivalence class.
ni is the number of runs for test cases corresponding to each equivalence class.
f i is the number of failed test cases from each equivalence class.
m is the number of equivalence class.
The steps executed in order to assess the likelihood based on the operational profile data is summarized below.



FIGURE 4 Simplified Bayesian belief

network (BBN) for the design phase.

TABLE 3 CPT for the node (E+G)

E+G

D TT TF FT FF

T 0.870 0.053 0.071 0.004

F 0.003 0.059 0.045 0.892

TABLE 4 Prior probability for the four phases

Phase Prior Probability

Requirement phase 0.996

Design phase 0.943

Implementation phase 0.950

Testing phase 0.900
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Determine the operational profile data as follows:

1. Partitioning of the input domain into equivalence class along with assignment of appropriate operational probabil-
ity to them.

2. Define the errors.
3. Select and run a set of test cases corresponding to each class.
4. Assess the reliability.

For the estimation of the likelihood of DFWCS, we take the operational data of 3 years as shown in Table 5. It should
be noted that the sum of the P(Ei)s is not equal to 1 because only significant equivalence classes has been considered.
The likelihood (L) of DFWCS is computed using equation (6).
TABLE 5 Likelihood calculation using Brown and Lipow model

Equivalence class P(Ei) ni fi P Eið Þ fi
ni

� �

MFV state 0.10 20 1 0.0050

BFV state 0.10 20 1 0.0050

FP state 0.20 20 3 0.0300

MFV ‐ FP state 0.05 30 2 0.0033

BFV ‐ FP state 0.05 30 2 0.0033
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So,

∑m
i¼1

f i
ni

� �
P Eið Þ ¼ 0:0466: from Table 5ð Þ

Using equation (6),

∴ L ¼ 1 − 0:0466 ⇒ L ¼ 0:9534 ≈ 0:953: (7)

The marginal probability of “testing is perfect” node in the presence of nodes M and N can be calculated as26

P Oð Þ ¼ P Mð ÞP OjMð Þ þ P Nð ÞP OjNð Þ ¼ 0:852*0:605ð Þ þ 0:875*0:420ð Þ ¼ 0:882 ∴ P Oð Þ ¼ 0:882: (8)

4.3 | Calculation of the posterior

Bayes' theorem is used in conjunction with prior information and current data (likelihood) to provide updated reliability
estimates.26 The updated reliability value, RPost

DFWCS, for testing phase can be calculated using Bayes' theorem, as given in
equation (2). The values of the prior probability of testing phase is taken from Table 4, the likelihood (L) from equa-
tion (7), and the marginal probability from equation (8). The updated reliability or the posterior reliability is calculated
by dividing the product of the prior estimate and the likelihood to that with the marginal probability value of testing is
perfect node. So, from Table 4 and equations (7) and (8),

Prior estimate ¼ 0:900

likelihood Lð Þ ¼ 0:953

marginal probability ¼ 0:882:

Using Bayes' theorem,

RPost
DFWCS ¼

Prior estimate*likelihood
marginal probability

∴ RPost
DFWCS ¼ 0:900*0:953=0:882 ⇒ RPost

DFWCS ¼ 0:972 (9)

The new information has provided us revised reliability estimate of the DFWCS. It should be noted that, as and when
new and sufficient operational profile data become available, this posterior estimate should be treated as prior estimate,
which should be updated by new operational profile data. It should be a continuous process to improve the accuracy of
the results.
5 | RESULTS AND VALIDATION

The prior reliability of DFWCS has been computed by development process that includes computing prior reliabilities at
each phase of the system development life cycle and starting from system requirements to the system testing. Bayesian
model has been used to infer the reliability at the next phase, given the reliability at the previous phase and using
knowledge of required resources and expert's judgment. The reliability from real time data for DFWCS for a period
of 3 years is 0.953, as given by equation (7). This reliability of the DFWCS is estimated using operational profile data
given in Table 5 using Brown and Lipow input domain model25 and is called the likelihood (L). The reliability com-
puted using Bayes' theorem is 0.972, as given in equation (9). This is known as posterior reliability.

Comparing the updated reliability value and likelihood reliability of the DFWCS, we get

RDiff
DFWCS ¼ RPost

DFWCS − L;

where RDiff
DFWCS is the difference between the updated reliability value also known as the posterior reliability and the

operational usage reliability also known as the likelihood.



KUMAR ET AL.352
⇒ RDiff
DFWCS ¼ 0:972 − 0:953 ∴ RDiff

DFWCS ¼ 0:019: (10)

Therefore, error percentage can be computed as

error% ¼ RDiff
DFWCS

L
× 100 ¼ 0:019

0:953
× 100 ¼ 1:994% ∴ Accuracy ¼ 100 − error% ¼ 100 − 1:994 ⇒ Accuracy

¼ 98:006%: (11)

Equation (11) shows that our method gives the reliability prediction with accuracy of 98.006%, which demonstrates
the validity of our proposed software reliability prediction model.
6 | CONCLUSIONS

Software systems generally fail due to deficiency in requirements or design. Standards are extensively followed for the
development of SCS or SCCS in each phase of SDLC. Therefore, failure of such systems is very rare. Number of failures
and failure rate are the important parameter of reliability estimation models. Therefore, these models fail in case of SCS
due to insufficiency of number of failures. Therefore, in this paper, we devised an approach to predict the reliability
using development methodology of SCS using Bayesian approach. The method utilizes Bayes' theorem and the condi-
tional probability of different evidences in each phase of SDLC for reliability estimation of the overall system. The
Bayesian approach requires the estimation of the priors and the likelihood. We have used the expert opinion for estimat-
ing the reliability priors at different stages of SDLC to derive the prior reliability, which is in testing phase. The
approach has been validated on 12 SCS or SCCS and demonstrated on DFWCS system of NPP using the Brown and
Lipow model by comparing the estimated reliability, known as likelihood, value from the operational profile data of
3 years. The result shows that the proposed approach is capable to predict the reliability of SCS with an accuracy of
98.006%, which is quite rewardable. The approach is useful for other than SCS systems as well.
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