European Journal of Control 69 (2023) 100765

journal homepage: www.elsevier.com/locate/ejcon

Contents lists available at ScienceDirect

European Journal of Control

European
Journal
of Control

Fixed-time event-triggered control under denial-of-service attacks n

Kallol Chatterjee?, Vijay K. Singh®, Parijat Prasun?, Shyam Kamal®?, Sandip Ghosh?,

Thach N. DinhP*

Check for
updates

2 Department of Electrical Engineering, Indian Institute of Technology (BHU) Varanasi, Varanasi, U.P. 221005, India
b Conservatoire National des Arts et Métiers (CNAM), Cedric-Lab, 292 rue St-Martin, 75141 Paris Cedex 03, France

ARTICLE INFO ABSTRACT

Article history:

Received 3 June 2022

Revised 23 September 2022
Accepted 14 December 2022
Available online 22 December 2022

In this article, fixed-time event-triggered control is designed for a networked system under denial-of-
service (DoS) attacks. At first, fixed-time input-to-state stability (ISS) analysis without DoS is analyzed.
Then, fixed-time ISS under DoS is examined under the same control law. Sufficient conditions for the
frequency of DoS attacks and the time duration of DoS attacks are obtained so that the closed-loop sys-

tem retains the fixed-time ISS. A numerical example is also given to demonstrate the outcomes of the

Recommended by Prof. T Parisini proposed methodology.

Keywords:

Fixed-time stability
Denial-of-service
Event-triggered control

© 2022 European Control Association. Published by Elsevier Ltd. All rights reserved.

1. Introduction

The networked control system is omnipresent nowadays, be it
manufacturing industries, autonomous vehicles, power transmis-
sion, distribution networks, etc. In many networked control sys-
tems, the communication channel between the controller, actua-
tor and sensor is open. With the increased use of such systems,
the concern for the safety and security of the network is essen-
tial for smooth operation [29]. Recently, this area has come un-
der the scope of many researchers [12,22]. Many control system
researchers have also explored this problem from their perspective
[21,28]. As far as network security is concerned, one of the im-
portant issues is to know about different types of attacks which
can harm the network and mitigate their effects to a large extent
[16,27]. However, there are many other vulnerabilities in the net-
work, which are exploited by the cyber attackers, causing interrup-
tions in network communication. The specific term for such sit-
uations is called denial-of-service (DoS) [2,24]. The attackers em-
ploying DoS attacks usually have limited information of the sensor
data and the control input. So, they try to interrupt the commu-
nication in the network and prevent the continuous transmission
of the control input signal to the plant. This may give rise to the

* Corresponding author.

E-mail addresses: kallolchatterjee.eee20@iitbhu.ac.in (K. Chat-
terjee), vijaykumarsingh.rs.eee19@iitbhu.ac.in (V.K. Singh),
parijatprasun.rs.eee19@iitbhu.ac.in (P. Prasun), shyamkamal.eee@iitbhu.ac.in (S.
Kamal), sghosh.eee@iitbhu.ac.in (S. Ghosh), ngoc-thach.dinh@lecnam.net (T.N.
Dinh).

https://doi.org/10.1016/j.ejcon.2022.100765

closed-loop system instability due to denied controller to actuator
communication channel and sensor to the controller communica-
tion channel [17]. There are various models which are used to rep-
resent DoS attacks over the communication network, such as the
probabilistic packet drop model, general attacks model, etc. The
various classifications of DoS attacks in literature are random at-
tacks, trivial attacks, protocol-aware jamming attacks, periodic at-
tacks, etc. [19,25]. In [7] authors have modeled DoS attacks using
pulse-width-modulated signal. Here they have identified the at-
tributes, such as maximum on/off cycles of the DoS signal.

Stability analysis under DoS becomes an essential task since un-
der DoS attacks, systems operate in the open-loop with the control
input similar to what was transmitted just before the occurrence
of DoS attacks [9,26]. The sampling-based state feedback control is
proposed in Dolk et al. [5] for the linear networked control sys-
tems under the existence of DoS attacks. In this paper, the au-
thors adopted the idea of the event triggering technique in such
a way that the networked system under control remains exponen-
tially input-to-state stable. To ensure input-to-output stability, the
output-based resilient control methods are proposed in Feng and
Tesi [8], where the obtained closed-loop system is nonlinear Lips-
chitz. In [4], the global exponential stability is studied while DoS
attacks over the communication channel of the networked control
system. This type of stability can be quantified in terms of the rate
of convergence, but the solution approaches the equilibrium point
after a very large time which is not finite [20].

One of the prime objectives under the presence of DoS attacks
is to know whether the closed-loop stability is preserved or not.
The input-to-state stabilizing control under the presence of DoS
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attacks is discussed in De Persis and Tesi [3]. In this article, they
studied the duration of DoS attacks as well as the frequency of DoS
attacks so that the input-to-state stability of the closed-loop sys-
tem is preserved. In [30], authors have discussed the mean square
exponential stability of a stochastic network system under the im-
pact of an aperiodic DoS attacks. Here, a secure controller is pro-
posed by designing an observer-based event triggering mechanism.
In [6], the authors have analyzed the worst-case scenario under
which the closed-loop networked control system remains finite-
time stable considering the successful launch of DoS attacks from
an attacker. In finite-time stability, the solution converges to the
equilibrium point with a constant velocity making the time of con-
vergence finite [1]. However, the time of convergence is also very
large for the large initial condition since the time of convergence
depends on the initial condition [13]. To overcome this problem,
the concept of fixed-time stability was proposed in Polyakov [18].
In this, the time of convergence is bounded by a maximum time
which is independent of the initial condition. Hence, regardless of
any initial condition, no matter how large, the solution will always
converge within some fixed-time, which is known a priori [10].

Motivated by the aforementioned observations, in this paper,
the main aim is to look over the susceptibility of fixed-time ISS
of closed-loop networked systems under the presence of DoS at-
tacks. The sufficient conditions on DoS attacks frequency and time-
duration are also obtained in an attempt to preserve the fixed-time
ISS of the closed-loop network system. The main contributions of
this work are twofold:

(1) A fixed-time Zeno-free event-triggered control mechanism
have been designed for nonlinear systems without consid-
ering the DoS attack. The event-triggering conditions are
appropriately designed such that it constrains the system
trajectory to origin in fixed-time irrespective of the initial
conditions and the inter-event times of the controller are
bounded away from zero to avoid Zeno behavior.

(2) The characterization of frequency and duration of the DoS
attack is obtained under which the fixed-time stability of the
closed-loop system preserved. Further, we relate the fixed-
time stability properties to the frequency and duration of
DoS ON/OFF transitions.

In this article, we analyse the fixed-time input to state stabil-
ity of a closed-loop networked system under the denial-of-service
attack by utilizing an event-triggered mechanism. To be more pre-
cise, the determination of the sufficient conditions for which the
preservation of the fixed-time input to state stability under the
DoS attack can be claimed is of prime focus. To the best of author’s
knowledge, there is no work addressing the above-mentioned is-
sues. The most recent work which addresses the issue of stabil-
ity preservation is of Doostmohammadian and Meskin [6], which
focusses on the finite-time input to state stability under the DoS
attack. Finally, the validity of the proposed stabilization scheme
is demonstrated with a numerical example through a simulation
study.

This article is organized as follows. Notations and definitions
are briefly introduced in Section 2. The main results are presented
in Section 3. A numerical example with simulation results is shown
in Section 4, followed by the concluding remarks and future scope
in Section 5.

2. Notations and preliminaries

The set of all non-negative integers and the set of all positive
integers are denoted by N, and N respectively. R represents the
field of all numbers which are real and R is the set of all real
numbers which are non-negative. R" is the set of all n-dimensional
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vector space over the field R. The absolute value of a scalar vari-
able is represented by |- | and 2-norm or the Euclidean norm of a
finite-dimensional vector of appropriate dimension is denoted by
II-1l. ()T denotes the transpose.

First of all, consider a nonlinear dynamical system of the form

z=F(z(t),u(t)), z(0) =z (1)

where, z(t) € R" denotes the system state vector and u(t) e
R™ system input vector. The control law is taken as u(t) =
@ (z(t),E(t)), where £(t) denotes the error signal occurs due to
sampling.

The closed-loop system can be rewritten as:

z2=TF(z(t), ¢ (z(t). 5 (1)) = G(z(t). £ (1)), 2(0) =2 (2)

Definition 1 ([11]). The system (2) is said to be finite-time ISS with
respect to the input & (t) if for every input £(t) € R" and for all
initial conditions zg € R™ such that ||£ (t)||« < §, the following sat-
isfies

lz1 = B(llzo

I,f)+)7<osupt ||<‘E(T)||> (3)

where 7 and B are class K., function! and K. function? respec-
tively with B(||zgl|,t) =0 for all t > T where T is a continuous
function of zj.

Definition 2 ([15]). The system (2) is said to be fixed-time ISS if it
is finite-time ISS and sup, g _, T < +o0.

A continuously differentiable function V : R" — R, is said to
be an ISS-Lyapunov function for the closed-loop system (2), if for
all ze R"

VidizlD =V(@) = ¥a(lizl) (4)

V(). £®) < =¥ lz© 1) + v (IEOD (3)

where, ¥, ¥, ¥3 and y are class Ko, functions.

since, —y3([lz()I) = —¥3(¥5 ' (V(2(t)))) and 3(¥; ' (z(1)))
= ¥ (z(t)) then it can be said,

V), E®) = -y VO +yUEOID (6)

Definition 3 ([11]). A continuous function V is said to be a finite-
time ISS-Lyapunov function for the closed-loop system (2) if it is an
ISS-Lyapunov function satisfying (4) and ¥ (V (z(t))) is of the form
cV(z(t)) in (6), where a e (0,1) i.e.,

V(z(t), £(t)) = =V @) +y (IE@O)D) (7)
Vz e R" with, c >0 and y € Kw.

Definition 4 ([15]). A continuous function V is said to be a fixed-
time ISS-Lyapunov function for the closed-loop system (2) if it is an
ISS-Lyapunov function satisfying (4) and ¥ (V(z(t))) is of the form
c1Va(z(t)) + c;VP(z(t)) in (6) where a € (0,1) and b € (1, ) i.e.,

V(z(t),£(1) < —V(z(t) — VP (z(®) + y (IE®) D (8)
Vz e R" with, ¢; > 0,¢; >0 and y € Keo.

The block diagram of the networked control system under con-
sideration is shown in Fig. 1, where the transmission of signals
between sensor to controller and controller to actuator is done
through a communication network.

T A continuous function 7 : [0, 00) — [0, c0) is called a class K, function if it
purely increasing, ¥ (0) =0 and y (s) - oo as s — oc.

2 A continuous function S : [0, a) x [0, c0) — [0, o0) is called as class K£ function
if, for all specified value of s, 8(r, s) is belongs to class K and for all specified value
of r, B(r,s) —» 0 as s — oo.
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vActuator —t> Plant [ Sensor ‘
utigy) ' ’ ' 2(t)

Controller

Fig. 1. Block-diagram of the networked control system under DoS attacks.

3. Main results
3.1. Fixed-time ISS without DoS attacks

In the following section, we propose an fixed-time ISS event
triggering mechanism for the system (1) without considering DoS
attacks.

Assumption 1. An ISS-Lyapunov function V : R" — R, exists for
the system (2), which satisfies (8) for a given constants a e
(0,1),be (1,00),c1 > 0,c; > 0 and class Ko functions ¥, y.

Assumption 2. For z € R", there exist uq and @y > 0 such that

yiizlD) = izl + 29 f (lizll) where ¥, ¥, 1 are Keo
functions and y; (||z]|) > y (||z]])-

Remark 1. The above assumption is based on the limiting condi-
tion of the difference between z(t) and z(t;). This assumption sat-
isfies that the error signal is within some limit. This makes the
interevent value of the state (z(t;)) to track the actual value of the
state (z(t)).

Taking the above assumptions into consideration, let
y1((lIzl)) = y (4(||z||)), the following event triggering rule is
proposed as

tizr = inf{t > iy AIEO]) > 1 (1 - €)V(z(1))
+6 (1 - €)VP(z(t)) (9)

with € € (0,1) is called triggering parameter, & (t) = z(t;) — z(t),
c1 >0, c; >0 and V(z(t)) satisfies (8).

Theorem 1. The system (1) under the proposed event-triggering rule
(9) and with input u(t) = ¢(z(t),&(t)) V t e [t;, tiyq) is fixed-time
ISS. Moreover, the Lyapunov function satisfies the following inequali-
ties
V@) =V (zt)' ™ - 21(1 —a)(t - t)
for V(z(t)) <1
V@) = V(@) " - (1 -b)(t - t)
for V(z(t)) > 1 (10)
where, Q1 = 1€, =€ and t; <t <t 1.
Proof. Considering Assumption 1, we get V(z(t),£(t)) <
—1Va(z(t)) — VP () + y (IE(®)]]). Now, employing event
triggering rule (9), for t <t <tyq, we have y@|&@®)|) <
c1(1—e)Va(z(t)) + (1 — €)VE(z(1)).
As we know y is a K function, we get
V(z(t).£(t) < —Vi(z(t)) — VP (z(t))
+c1(1—€)Vaz(t)) + (1 — e)VP (z(t))
< =€V (z(t)) — 26V (2(1)) (11)
So, from (11) we can say that system (2) is ﬁxed—time ISS.
Furthermore, from (11), we can note that V(z(t),&(t)) <
—c1€Ve(z(t)) if V(z(t)) <1 and V(z(t),E(t)) < —c2eVP(z(t)) if
V(z(t)) > 1.
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So, for V(z(t)) <1 it follows:

v@®) gy t
/ a 5/ —C1 edt
vae) V t

VE)'*—V(zt))'
1-a
Similarly, for V(z(t)) > 1 it follows:

vew) gyt ;
— < | —¢ edt
/wz(rf)) vb /r

V@) - V()
1-b
For V(z(t)) < 1, V(z(t))'= < V(z(t;)' ™" — 1 (1 — a) (t — t;).
Since a < 1, so from (10) we can conclude V (z(t)) < V(z(t;)).
Similarly, for b > 1 we can say that V(z(t)) < V(z(t;)). O

< —cre(t —t;)

< —Ge(t—t)

Remark 2. The event-triggered mechanism (9) is almost al-
ways Zeno free, since for t; <t <t;+1 we have y(4|£(t)]) >
c1(1 —e)Va(z(t)) + c3(1 — €)VP(z(t)). It is known that any event-
triggered mechanism for which error is restricted to satisfy
y(|IEI) <Kx(2) is Zeno free wherever ¥ and x~! function are
Lipschitz [23]. Since the functions y, V=% and V~b are Lipschitz
almost everywhere, the event triggering mechanism (9) does not
show Zeno behavior almost everywhere.

3.2. Fixed-time stability under DoS attacks

Here, we have discussed the event-triggered fixed-time ISS
under DoS attacks for the considered networked control system
shown in Fig. 1. At the beginning, modeling of DoS is carried
out along with some sampling scheme under the event-triggered
mechanism to ensure the fixed-time ISS. The DoS occurrence’s
time sequences are represented by {xn}nen,. The time duration
of nth DoS attacks is represented by Tper, for which communi-
cation is interrupted. So, the nth DoS time interval is denoted by
Hp = Xn Y[ Xn. Xn + ™), which has a length Tpcr_,. In the lack of
communication due to DoS, the actuator produces the input signal
which was received just before the DoS occurrence.

Now, in the presence of DoS input is generated based on the
last updated control signal. If, t,t € R.o with t > ¢ let's s(i, t) :=
UnengHn N[t t] as the set of time instants for which communi-
cation is interrupted and T(¢,t) :=[¢,t]\s(t) as the set of time
instants for which communication is allowed. Similarly, the con-
trol input applied to the plant represented as u(t) = ¢(z(t),£(t))
where for every t € R, i(f) denotes the latest successful control
update i.e.

if T(,t)=0

R |
i(t) := {sup{i e Nolti e T(1,t)}, otherwise

The main aim here is to obtain the condition on DoS frequency
in such a manner that system (2) can withstand before fixed-time
stability lost. The following assumptions are made on DoS fre-
quency and DoS duration through the time interval [, t).

Assumption 3 (DoS Frequency). There exist tp € [0,00) and 1 €
[0, c0) in such a way
t
n(t) <n+ —, Vt>0 (12)
Tp
here, n(t) and tp represents the count of OFF/ON transitions and
the bound on average dwell-time respectively. So the frequency of
OFF/ON DoS transitions can be upper bounded by %.

Assumption 4 (DoS Time-Duration). There exist ¥ e R.gand T > 1
in such a way

Is(t))| sx+%, Vi >0 (13)
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where % represents the average DoS time duration.

Taking Assumptions 1-4 into consideration, the following event
triggering rule is proposed.

Case 1. t; is not in DoS attacks interval, then

tiyr = inf{t > ]y Q1EO)) > c1(1 — €)Va(z(t))
+6(1 - €)VP (z(t))} (14)

where € € (0,1) and &(t) = z(t;) — z(¢t).
Case 2. t; is in DoS attacks interval, then

i1 = ti+ A (15)

where A; represents the inter-event interval such that A <
Aj < A,, here Ay >0 is lower bound and A, > 0 is the upper
bound of A;.

Remark 3. Zeno phenomenon is referred as infinite numbers of
discrete transition in a finite interval of time [14]. So, study of
Zeno-free case is very important for event-triggering and DoS at-
tack case. Here, the event-triggering mechanism defined by Case
1 and Case 2 does not show Zeno behavior almost every point.
Since the sampling during DoS attacks [Case 2] is lower bounded
by A; > 0. This along with the Remark 1 imply that the event-
triggering mechanism is Zeno-free almost everywhere.

Lemma 1. The system (1) with control law u(t) = ¢(z(tj))) V t €
[t;,t; + 1) and if t; is in DoS attacks interval then under the proposed
event triggering rule (15), it follows

For V(z(t)) <1

V()" <V (@ (tigy1))' ™+ (1 = @)Q3(t — tig)41) (16)
and for V(z(t)) > 1
V(Z(t)'™" = V(z(tigy 1)) ™ + (1 = b)Qua(t — tigey 1) (17)

where ti;)+1 Tepresents the first sampling time instant that can be
possible and in the DoS time interval, Q3 =c1(1—€)+2uq, Q=
C2(1 =€) + 21y, tigy41 <t <ty and V satisfy Assumption 1.

Proof. Let a successful data communication event instant i(t;) take
place before t; which is in DoS attacks interval and consider the
Eq. (15), it follows:
1
15O < Z)/’l (@ (1 =)V @) + (1 - VP (D)),
ligyy =t < tigg)+1

From the continuity of Lyapunov function V, z(t) and £ (t) at Lice)+1
we can write:

Iz |l < Nzl + 118 ey |l
1
<zt Nl + 1771(61 (1 - eV (z(tiy41))
+0(1 — VP (z(ti)41)))

1
< Z)/‘l (VO (Z(ti41)) + H2VP (2(ti)41)))

Y@ = OV altiy )
+0(1 - VP (z(tic)41))) (18)

Since y € Ko, function and for any p,q >0 we know y(p+q) <
y(2p) +y(2q), for £(t) = 2(tj,y) — z(t) in time interval tigy <t =
ti(ti)+1' we get
yUIEDID = ¥ Qllz(tiey) 1D + ¥ 2llz©) 1)
< ((c1(1 =€) + u)V¥(z(tig)+1))
+(e (1 =€) + u)VP (2(ti) 1))
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FuaVIz() + VP (z(1))
Now for V(z(t)) <1 we can say that,
V(z(t) = ((c1(1 =€) + )V (Z(tiy 1)) + (1 — €)V(2(E))
Qamax{V*(z(ti)+1)), VI (z())} (19)
and for V(z(t)) > 1 we can say that,
V() = (((1 =€) + u)VP (2(tir) 1)) + (2 — VP (z(1))
= Qamax{V (2(tig)1)), V2 (2(0)) (20)

for ti,)41 =t <t;y1. Hence, to solve the differential Eqgs. (19) and
(20), we consider ¥(t) = ngax{va(z(ti([i)+l)),V“(z(t))} for
Lie)+1 <t < tiyq With U(tig) 1) =V (2(i,)11)) as the initial condi-
tion, we obtain

V() = Wty 41) + Q3 (6 — Ligg)e1)) T

from comparison lemma, one can note that V(t) < v(t) which fur-
ther results to (16). Similarly for the case of V(z(t)) > 1 we can
also calculate:

1
V() < (Vl_b(ti(t,v)+1) + Q4(t — fi(q)+1)) -
VO™ = (VI (tiy 1) + Qat = tigy11))

VO™ = (VI (1) + (1= D)4 (t — tiey11))
O

IA A

Remark 4. Llemma 1 determines the Lyapunov function’s diver-
gence rate. When the DoS is present and there is no successful
updation of control input, the Lyapunov function can rise, the rate
of which is upper bounded by (16) and (17).

Assume A(t) denotes the union of the time-intervals where
V(z(t)) may grow. Now, define A¢(t) =[0,t)\A(t) where A°(t) is
the complement of A(t) in [0, t). Taking Assumptions 3 and 4 into
consideration, we can obtain [4]:

t t
|)\(t)|§x+f+A2(n+t—D) (21)

From Theorem 1 and Lemma 1, we also obtain following using (10),
(16) and (17): for V(z(t)) < 1

VI4(z(t)) < Vg "+ (1 —a)(Q23|A ()| — 4|A°(H)]) (22)
and for V(z(t)) > 1
VI=P(z(t)) = Vg =P + (1 = b) (|1 ()] — 2|25(0)]) (23)

From the obtained Eqs. (22) and (23), we can see that Lyapunov
function may increase due to DoS terms, which causes the insta-
bility of the system.

The main aim here is to give the conditions on DoS frequency
as well as time duration of DoS attacks in such a way that the
system (2) remains fixed time input-to-state stable.

Theorem 2. The system (1) under the proposed event triggering rule
Case 1 and Case 2, input u(t) = ¢ (z(t;y)).&(t)) and with Assump-
tions 2-4 under DoS attacks remains fixed time ISS, if the following
conditions satisfy:

1 A €

4y =L

T [9)) c1+ 214

1 Az Cr€

- = < — 24
T + Tp = Cy + 2M2 ( )

Proof. Consider the Eq. (21), from which we can obtain

Q3|A ()| = 12| = (c1 +2p1) (¢ + Azn)

1 A
H((T + 2)(61 +211) 616> =p1-at
D
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Fig. 2. (a) State evolution without DoS for zy = 2, where Blue bars are event trig-
gering instances, (b) u(t) without DoS, (c) £(t) without DoS, (d) State evolution
without DoS for different initial conditions (zy). From the obtained result we can
conclude that system (26) is fixed-time ISS with T = 8.75 s.

Q4|2 )] = QA ()] = (c2 +2u2) (¢ + Azn)

+t(<; + f) (C2+2/42) — C2€> =p2 =Gt (25)
D

where,

1 A
{1 =€ — (T + T;)(Cl +2u1)
1= (C1 +211) (¢ + Axn)

1 A
Ly = Cr€ — (T + rD2>(C2 +2u2)

p2 1= (C2+ 2p2) (% + Aan)
Now for V(z(t)) > 1 we can write
V= (z(t)) = Vg~ + (1 = b) (02 — Lat)
So,

VP +(1=b)pz—5t) <1

European Journal of Control 69 (2023) 100765

2
time(s)

Fig. 3. (a) State evolution with DoS for zo = 2, where Blue bars are event triggering
instances and vertical red stripes are time intervals of DoS, (b) u(t) with DoS, (c)
&(t) with DoS, (d) Inter-event interval with DoS. From the obtained result we can
conclude that system (26) remains fixed-time ISS with 75% DoS. (For interpretation
of the references to color in this figure legend, the reader is referred to the web
version of this article.)

(Vo " =1) = (b=1)(p2 — &ot)

Vo -1
% < (2 — at)

t < P2 7(‘/017[) -
T (-1
Since V)b <1, for t> % + m we can always say that,
V(z(t)) <1, making it true for any arbitrarily large initial condi-
tion.

In addition, for V(z(t)) <1

VIThz(t)) = Vot + (1 —a)(p1 — &1t)
Here, 0 < (1 —a) < 1, and the maximum value of V(z(t)) could be
1. Hence, V1-9(z(t)) < 1+ (1 — a)(p; — £1t), which guarantees that
_ P 1
V(z(t)) =0 for t > —1‘ + Tog
So, V(z(t)) =0 for all

P1 1 P2 1

Tttt

G (-5 & (b-1D&

for any initial condition zg € R", where Tpax is the maximum time
of convergence. O

t > Tax =

4. Illustrative example

In this section the efficacy of the proposed method is demon-
strated by considering the following numerical example.

2(t) = z(t) + u(t) — |z(t)|*>sign(z(t)) — |z(¢)|*sign(z(t))  (26)
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Fig. 4. Finite-time stabilization [6] without DoS attack (a) state evolution without
DosS for zg = 2, where Blue bars are event triggering instances, (b) u(t) without DoS,
(c) £ (t) without DoS, (d) State evolution without DoS for different initial conditions
(20)-

The solution of (26) can be defined in the sense of Polyakov
[18]. Now, under the control law u(t) = ¢ (z(t), § (t)) = —2z(tjr)) =
—2z(t) — 2£(t), choosing the Lyapunov function as V =z2(t) and
taking time derivative of V, we get:
V =2z(t)z(t)

=2z(t) (z(t) + u(t) — |2(t)|**sign(z(t)) — z(t)*sign(z(1)))

=2z(t)(—z(t) — 2£ (t) — |2(t)|**sign(z(t)) — z(t)*sign(z(t)))

= —2z(t)* —4z(DE () - 2]z(O|" - 2]z P

== 22(6)7 + 22(0 + 26 (02 = 2120 " - 2|z(0)?

_ 2Vo75 _ 2vl,5 + 25 (t)2

So, we can say that the Lyapunov function of the form (8) ex-
ists which concludes that the system (26) is fixed-time ISS with
the parameters ¢ =2, c; =2, a=0.75, b=1.5 and y(||§(®)|) =
2&(t)2. Now for simulation, taking for instance € = 0.35 the event-
triggering condition (9) is obtained as t;,; = inf{t > t;|32& (t)? >
1.3|z(t)|15 + 1.3]z(t)|3}. The obtained results are shown in Fig. 2.
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Fig. 5. Finite-time stabilization [6] with DoS attack (a) State evolution with DoS for
zo = 2, where Blue bars are event triggering instances and vertical red stripes are
time intervals of DoS, (b) u(t) with DoS, (c) &(t) with DoS, (d) Inter-event interval
with DoS. (For interpretation of the references to color in this figure legend, the
reader is referred to the web version of this article.)

Additionally, under DoS attacks the performance of the designed
event-triggering is proposed next. As per Definition 2 ¥ (||z]) =
522 and ¥, (||z]|) = 322 can be selected. Now the value of 11 = 35
and w, =30 are selected so that they satisfy Assumption 2 i.e,
32|1zl12 < w73 (llzll) + {5 (llz])). In order to obtain the condi-
tion on DoS frequency and time-duration A; = A; =0.1 can be
chosen so that it satisfies (24), which leads to § + % < 0.01129
and %—i- %1 < 0.00972. By tuning the parameters cq, ¢y, (41, U2, €
the bound (24) can be changed. So by selecting appropriate values
of the parameter designer can obtain the convergence as required.
Here for simulation we take random DOS attacks with frequency
n(4) = 7 and time-duration |s(4)| ~ 3 in time interval of [0,4] and
obtained results are shown in Fig. 3.

The proposed stabilization method is assessed and shown to be
effective by comparing with the existing results on finite-time sta-
bilization under DoS [6]. The structure and design parameters of
the existing finite-time method are detailed in Reference [6]. The
results are obtained considering the same DoS interval as of pro-
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posed case. Fig. 4 shows the simulation results for the existing
finite-time method without the DoS attack. While Fig. 4 shows the
state evolution, control input, error signal and inter-event interval
of the closed-loop system under DoS attack. From the obtained re-
sults, it can be observed that although the limited time conver-
gence is obtained with the scheme proposed in Doostmohamma-
dian and Meskin [6], however the convergence time still depends
on the initial condition of the states variable. which may results in
deteriorating the entire performance of the closed-loop system. On
the other-hand with the proposed control scheme one can guaran-
tee the convergence of the state to the origin irrespective of the
initial conditions, which is notorious feature of the proposed con-
trol scheme compared to existing [6].

5. Conclusion

This paper highlights the notion of fixed-time ISS for a net-
worked control system under DoS attacks. The proof of stability
is given for both the cases when there is no DoS and when there
is DoS. A numerical example is simulated for the different initial
conditions of the state of the system. It is shown that under what
condition on DoS frequency and time duration the fixed-time ISS
of the closed-loop system is well preserved by the designed con-
trol law.

For future scope directions in field of networked control with
different types of DoS attacks along with disturbances and dy-
namic event-triggering can be considered.
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