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Abstract—DC microgrids with distributed control architec-
tures enhance the operational reliability, scalability and flexibility.
However, the underlying communication infrastucture makes the
system highly susceptible to cyber attacks. These attacks in DC
microgrids cause severe impact, that can be easily misinterpreted
as faults, which can then maloperate the protection decision.
Although various protection schemes have been established, a
tailor-made scheme to distinguish faults from cyber attacks is
needed to ensure reliability of supply. In this paper, we use a
two dimensional plane with deviation of current (δI) and voltage
(δV ) at the terminal of each converter to distinguish between
cyber attacks and faults in DC microgrids. As this scheme is
governed based on physics of secondary controller operation, it
is simple to implement and scalable to any physical topology.
The performance of the proposed scheme is tested with real time
simulation in OPAL-RT environment with HYPERSIM software
for different topologies including radial, ring and mesh networks.
In addition, the scheme is also tested and verified for simultane-
ous cyber attack on multiple converters. The simulation results
validates that the proposed decentralized scheme is effective in
both detecting and localizing cyber-physical anomalies within 2
ms.

Index Terms—Decentralized anomaly characterization, cyber-
physical systems, cyber attacks, faults.

I. INTRODUCTION

Microgrids have evolved into a cyber-physical systems
with the incorporation of cooperative secondary control
framework [1]. Such an architecture facilitates scalability,
flexibility and a reliable alternative to centralized mechanism
that requires high communication bandwidth and prone to
single-point-of-failure. The distributed control configuration
involves exchanging information among the neighboring
power electronic converters through communication network.
The reliance on communication infrastructure for information
exchanges makes the system susceptible to potential cyber
attacks. Moreover, the physical devices (like converters,
sensors, lines connecting distributed energy resources)
themselves are prone to faults/failures.

An anomaly can be termed as abnormal behaviour, as an
outcome of either fault or a cyber attack [2]. In a unipolar DC
system, physical anomalies may range from pole to ground
faults (bus/lines), failure of device or sensor faults. On the
other hand, cyber anomalies may be broadly classified in
two categories. Amongst data availability and data integrity
attacks, this work investigates the latter one into consideration,
which is commonly known as false data injection attacks
(FDIAs). The attacker may inject malicious packets of data
in the information being exchanged through communication
links to affect the integrity of information. The attacker may
also hijack the controller to generate the references, which
can deteriorate the system performance and may also affect
the stability of the system. The data when delayed temporarily
or permanently (commonly known as denial of service (DoS))
falls under the category of data availability attacks. The fast
transient response of the DC microgrid system under such
disturbances is yet another challenge, which mandates a fast
and accurate decision [4].

In DC microgrids, protection decision has to be taken
within few milliseconds [5]. The current derivative (di/dt)-
based protection is a simple yet effective method for fault
detection. In a multi-bus DC microgrid, the major problem
associated with di/dt method is false triggering at multiple
converters based on the selected threshold, due to low
impedance of dc cables, system topology and threshold value.
Therefore, it is necessary to add an anomaly identification
algorithm to avoid false triggering of circuit breaker (CB).
Although recent literature separately discusses detection of
the physical [6]–[10] and cyber anomalies [11], [12], few
attention is paid on distinguishing between these anomalies.
In [13], a data driven approach termed as an intelligent
anomaly identification technique is presented which can
distinguish and localize faults and cyber attacks. Albeit it
excludes the mathematical modeling effort, yet it suffers from
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overfitting and training requirement associated to diverse
scenarios. Another contribution in this area of research is
provided in [2], which shows a parametric time frequency
logic framework. It is a model-free approach and detect
anomaly traces by extracting the time-frequency content
from training input. In [14], localized frequency and average
voltage samples of inverters are plotted against each other for
100 ms window to distinguish cyber attacks and faults. This
time margin may be very long for DC systems as faults need
to be isolated in a much smaller duration of time [15]. This
mandates strict boundaries on the time of anomaly detection
and classification. Further, this decision would be directed
towards protection schemes [16] or cyber attack mitigation
schemes [17], [18] for further action.

To bridge this gap, this paper presents a decentralized
approach towards this problem. The proposed method utilizes
local I and V information and plot their deviations in
δI − δV plane. Further, according to the regions traversed
in the δI − δV plane, anomalies are distinguished within 2
ms. Real-time validation of the proposed method in various
network configurations like radial, ring and mesh networks
have been performed, which verifies that the proposed scheme
is effective in both identifying and localizing the cyber and
physical anomalies.

The key contributions of this work can be summarized as:
• A decentralized anomaly detection mechanism has been

designed which takes the local measurements of current
and voltages at the sampling frequency of 4 kHz. Further,
their deviations are plotted in δI−δV plane and according
to the travel of the trajectories in various regions the
anomalies can be identified.

• The proposed scheme is efficient in identifying and
localizing the anomaly in 2 ms. This decision can further
be directed to the protection systems or cyber attack
mitigation tools accordingly for further actions.

• The method does not require laying out additional sensors
for anomaly identification. Since the method is decentral-
ized, it is scalable to different network configurations.

• The proposed method is also tested and validated for
cyber attacks on multiple converters. It both identifies
and localizes the anomalies.

The remainder of the paper is organized as: preliminaries on
graph theory and cooperative secondary control is presented
in Section II, a brief description of the problem is presented
in the Section III. The proposed scheme is discussed in the
Section IV with the performance validation of the developed
scheme is presented in the Section V. Finally, the work is
concluded in Section VI .

II. PRELIMINARIES

A. Graph Theory

In Fig. 1, an undirected cyber graph is considered, where
each node represents an agent, also denoted as x =

{x1, x2, . . . , xN} and are linked by edges via an associated
adjacency matrix, AG = [aij ] ∈ RN×N , where the com-
munication weight aij (from node j to node i) is modeled
using the specified law: aij > 0, if (ψi, ψj) ∈ E, where E
is an edge connecting two nodes, with ψi and ψj being the
local and neighboring node, respectively. It should be noted
that if there is no cyber link between psii and ψj , then aij
= 0. Any given agent at ψi node share current and voltage
information with neighbors Ni = {j | (ψj , ψi) ∈ E}. The
matrix representing incoming information can be given as,
Din = diag{dini }, where dini =

∑
j∈Ni

aij . Similarly, the
matrix representing outcoming information can be given as,
Dout = diag{douti }, where douti =

∑
i∈Nj

aji. Assembling
the sending and receiving end information into a single matrix,
we obtain the Laplacian matrix L = [lij], where lij are its
elements designed using, L = Din–AG.

B. Cooperative Secondary Control

In the conventional cooperative secondary control frame-
work, each converter comprises of an average consensus
based voltage regulator and current regulator. The secondary
control arrangement generates two voltage correction terms
from two PI controllers respectively. The cooperative con-
trol architecture relies on the relative information from the
neighbours connected via sparse communication network. In
contrast to the existing cooperative control framework, this
paper considers a secondary control framework as a linear
first-order multi-agent systems (MAS). It consists of a single
PI controller for each secondary controller, which generates
an auxiliary control input using information exchanges from
neighbouring converters [19]. This voltage correction term is
then directed to the droop controller to drive the system in such
a manner to attain the desirable objectives of average voltage
regulation and proportional current sharing in a much faster
way as compared to the conventional framework. The DC
microgrid testbed with the objectives of average voltage reg-
ulation and proportional current sharing through cooperative
control is shown in Fig. 4. In the equations presented further,
the superscript i represents the ith agent or the parameters
corresponding to it. The overall voltage equation for ith agent
with primary and secondary controllers can be represented by:

V i(t) = V ∗ −RiIi(t) + ∆V i(t) (1)

where it consists of the droop term from primary control and
the voltage correction term (∆V i(t)) from secondary control.
The voltage correction term is further shown by (2),

∆V i(t) = Ki
pv ė

i
v(t) +Ki

ive
i
v(t) (2)

where, Ki
pv and Ki

iv are the proportional and integral
gains corresponding to the secondary controller. Further, the
equation for secondary cooperative controller is represented
by (3),

ėiv(t) = −gi
(
V̄ i(t)− V ∗)− ∑

j∈Ni

aij
(
RiIi(t)−RjIj(t)

)
(3)
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Fig. 1: Test microgrid model with DC/DC boost converters.

The average voltage of the ith agent (V̄ i(t)) is shown by
(4).

˙̄V
i
(t) = V̇ i(t) +

∑
j∈Ni

aij
(
V̄ j(t)− V̄ i(t)

)
(4)

The distributed secondary control involves information shar-
ing between the neighbour agents through communication
links. Such exchanges of information among the neighbours
can make the system prone to malicious attacks which in
turn may deteriorate the performance of the microgrid or even
destablize them [20].

III. PROBLEM FORMULATION

In the Fig. 1, each DC/DC boost converter is connected to
the associated bus (B) via solid state circuit breaker (SSCB).
These SSCBs are controlled by their respective intelligent
electronic device (IED) using local voltage and current in-
formation. Further, depending on the position of sectional
switches, network topology can be transformed into radial (all
switches open), ring (only S56 closed) or mesh (all switches
closed). The fault detection algorithm and the problem as-
sociated with it while dealing with different types of cyber-
physical anomalies is presented further.

A. Fault Detection

The current is collected at IED with a sampling rate of 4
kHz. The disturbance index (d) to detect any disturbance in
the system, is calculated as:

d =
1

K∆t

(
K∑

k=1

|ik+1 − ik|

)
(5)

where, ik is the sample value of current for kth instant, ∆t
is the sampling interval and K = 4 (there are 4 samples in
1 ms). To keep a track on only magnitude change of current,
absolute value of the difference in current is taken in (5). A
disturbance is ensured when d exceeds the threshold value, φ;
else suggests a normal state. The threshold value, φ can be
calculated as [4], [16]:

φ =
1

K∆t

(
K∑

k=1

|ik+1 − ik|

)

=
1× 10A

4× 250× 10−6s
= 10000A/s

(6)

(a)

(b)

(c)

Fig. 2: Kd∆t for agent 1 for (a) fault on bus (B1); (b) fault between line
(L12); (c) cyber attack on voltage signal.

For high security operation of IEDs, sum of four consecutive

sample-to-sample differences is set to 10 A i.e,
K∑

k=1

|ik+1 − ik|
= 10 A, which is well within the allowable load change limit.
Fig. 2 shows Kd∆t for physical and cyber anomalies. It is
to be noted that d > φ even for cyber attacks. As a result,
it gives rise to false tripping decisions and alarms in the
protection system. Hence, the proposed anomaly identification
scheme can facilitate accurate decision support and security
management.

IV. PROPOSED DECENTRALIZED ANOMALY
IDENTIFICATION SCHEME

Let the information shared between the agents be, xi(t) =
[V i(t), Ii(t)]. The voltage correction term is represented by
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∆V i(t). The attacks can be balanced where the system has
feasible solution satisfying all the objectives; or unbalanced
where the system disregards the objectives. The work pre-
sented, considers the unbalanced attacks where the system may
go beyond the bounds of operation, specified further. This may
unnecessarily activate the relays, which can lead to shutdown
of the microgrid. Assuming that the attacker modifies these
signals in the form of a step change as expressed in (7).

xiC(t) = xi(t) + xiA(t) (7)

In this work, it is assumed that an adversary gains control
over the voltage correction term signal generated by the
secondary controller directed towards the primary control.
Hence, the attacker can modify the voltage correction term
as presented by (8).

∆V iC(t) = ∆V i(t) + ∆V iA(t) (8)

Fig. 3: Proposed decentralized anomaly detection scheme.

Combining equations (1)–(4), we get the change in local
current w.r.t. local voltage corresponding to ith agent as:

İ(t)
i

V̇ (t)
i
=

[(
1 +Ki

pv

∑
j∈Ni

aij

)
Ri

]−1


Ki

pv

∑
j∈Ni

aijR
j İj(t)−

(
1 +Ki

pvgi
) ˙̄V

i
(T )−

V̄ i(t)
∑
j∈Ni

aij +
∑
j∈Ni

aij V̄
j(t) +Ki

ive
i
v(t)


˙̄V
i
(t)−

∑
j∈Ni

aij
(
V̄ j(t)− V̄ i(t)

) (9)

Further, the normal operating range of voltage is ±5% [21]
and for current maximum overload taken is 120% of the rated
current. Using these pre-defined values we can obtain the
region of normal operating zone around the origin, O (0,0)
as shown by hashed orange region. A buffer data of voltage
and current measurements for 2 ms window (W) is stored as
pre-disturbance values, which is constantly updated. These
are denoted as V pre and Ipre for voltage and current values
respectively sampled at the rate of 4 kHz sampling frequency.
Further, using (9), we can obtain the deviation of current with
respect to deviations in voltage. The movement of trajectory
in different quadrants specifies the existence of the type of
anomaly like, the fault region in quadrant IV and attack
regions in quadrant I and III, as shown in Fig. 3. Further,
the experimental results justify the effectiveness of the
proposed physics-based decentralized anomaly identification
scheme which correctly identifies and localizes the type of
anomaly. It further directs the decision to the corresponding
protection/mitigation schemes so that the system can be
restored back to its normal state. The decision time by the
proposed scheme is within 2 ms, which is quite fast and also
mandatory in DC microgrid systems. The time criticality in
a DC systems protection is because the DC-link capacitor
of the power electronic converter discharges rapidly during
anomalies (say faults) which can cause the DC bus voltage to

drop sharply. In addition, protection system is activated only
if the current exceeds the threshold value (φ). It can be seen
in Fig.2b and Fig.2c, protection system is enabled after a
few milliseconds (greater than 2 ms) after initiation of cyber
attack to detect it as fault. However, the proposed scheme is
effective in correctly identifying the anomalies within 2 ms.

The scheme is simple, does not require any additional
sensors and is scalable to different network configurations.
These features suggest the feasibility of the installation of the
proposed scheme in the industrial applications. The proposed
scheme can be easily implemented in the IED to detect the
anomalous situations and direct commands to the concerned
protection/cyber mitigation schemes for further action. Till
now, the proposed scheme has been tested for FDI attacks
on the voltage correction signals generated by the secondary
controller and proved to work effectively. Apart from such
attacks, an adversary can also generate attack scenarios such as
denial of service (DoS) attacks which disrupts the availability
of the signals. Other type of cyber attacks may include time
delay attacks. As microgrid is a time critical cyber-physical
infrastructure so time delay greater than the allowed limits can
cause severe impacts and can also lead to the instability of the
system. In addition, an attacker can also generate FDI attacks
on other communicated signals as well. Hence, in future
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signatures of these distinct cyber attacks will be studied. The
experimental results for the proposed decentralized anomaly
identification mechanism on a DC microgrid system simulated
in a real-time OPAL-RT environment is presented in the next
section.

V. EXPERIMENTAL RESULT AND DISCUSSION

The proposed scheme has been tested and validated using
real-time OP-5700 simulator [22] for DC microgrid operating
at a voltage reference of 400 V with six DC/DC boost
converters. These converters are rated equally for 30 kW with
L = 3mH , C = 250µF . The line resistance Rij (R12 = 1Ω,
R23 = 2Ω, R34 = 1Ω, R45 = 2Ω, R56 = 1Ω, R61 = 2Ω,
R15 = 1.5Ω and R24 = 1.5Ω) connects ith and jth agent.
The controller gains (Kpv = 0.1, Kiv = 1) are same for
each agent. These boost converters are further rearranged in
different network topologies such as ring and mesh to test the
robustness of the proposed scheme.

Fig. 4: Real-time co-simulation platform.

The change in voltage is δV [k] = V [k]− V pre and change
in current is δI[k] = I[k]− Ipre. These deviations of voltages
and currents are plotted on δI-δV plane. The trajectory
of these deviations are studied to characterize the type of
anomalous situation. It can be seen in the Fig. 5, that the
trajectory traverses in cyber attack and fault regions indicating
the presence of cyber and physical anomalies, respectively
for various network topologies.

In addition, the proposed scheme has also been tested with
cyber attack on multiple converters. The Fig. 6 shows that
when cyber attack is initialted at agent 1 and 2 corresponding
to converters 1 and 2, the proposed scheme is effective in
localizing the anomalies as well along with identifying it. It
shows that the scheme correctly identifies the anomaly as
cyber anomaly and also localizes it to the agents 1 and 2.

(a)

(b)

(c)

Fig. 5: Trajectories of δV w.r.t. δI in 5 ms at agent 1 for (a) radial; (b) ring;
(c) mesh topology for cyber-physical anomalies. The fault and attack regions
are shown by pink and green shaded portions, respectively.

Fig. 6: Cyber attack on multiple converters (1 and 2) in a radial network.

Further, a comparison between the prior developed anomaly
detection schemes is tabulated in the Table I. It shows that
the proposed scheme is quite effective in identifying and
localizing cyber and physical anomalies within 2 ms with low
computational burden. It is simple and has no requirement
of additional sensors making it scalable to distinct network
configurations. The proposed scheme is decentralized hence
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TABLE I: Comparative Evaluation of the Proposed Decentralized Anomaly Identification Mechanism for DC Microgrid.

Features [2] [13] [14] This paper

Decentralized concept ✗ ✗ ✓ ✓

Anomaly classification ✓ ✓ ✓ ✓

Anomaly localization ✗ ✓ Not tested ✓

Decision time Not specified Not specified 100 ms Within 2 ms

Computational complexity High High Low Low

Additional assets Training data Training data ✗ ✗

depends only on the local measurements of voltage and current
data.

VI. CONCLUSIONS AND FUTURE WORK

In this work, a decentralized anomaly identification scheme
for DC microgrid is proposed and validated for radial, ring and
mesh network topologies. The proposed scheme utilizes only
local V and I to characterize and locate the cyber and physical
anomalies within 2 ms. It is computationally effective, has no
requirement of additional sensors hence scalable to different
network topologies. Moreover, this scheme is also effective
in identifying and localizing anomalies during simultaneous
attacks. The response and signatures of other cyber attacks
like DoS, replay attacks will be studied as a future scope of
this work.
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