
Chapter 2  

LITERATURE SURVEY  

2.1. Cloud Computing  

The age of cloud computing came back to web computing in 90’s, the thought of HPC 

(High Performance Computing) appeared. Several high-performance computers collectively 

work on high-speed communication lines, which combine increased efficiency with the complex 

resolution of computing tasks in grid computing. The grid is considered when assets are 

distributed from a dispersed scenario as well as assigned through the combination of parallel and 

dynamically distributed systems. This improves performance, cost, and dependability [1]. The 

development of cloud computing in web computing i.e. grid based is a outcome of a change in 

the focus in managing infrastructure performance in a more economical way of providing 

facilities and calculations within  shortest method with a least problem on the customer end [2]. 

Cloud Computing is an approach to IT as a business-oriented service that provides resources in a 

cost-effective manner. Cloud computing is based on virtualized resources, and is the next step in 

the development of on-demand information technology services and products [3]. This makes 

things easier for industries with high performance, availability and low cost, as well as for many 

other benefits. 

Developing the cloud service model can effectively support business tools without having 

to invest in new infrastructure, train new people, and license new software [4]. It allows 

companies to focus on business opportunities, using them both in terms of hardware and 

software, while reducing the overall complexity of the customer side [5]. For small and medium-

sized businesses, it is advantageous to purchase services offered by cloud service providers 

(CSPs) at minimal cost, compared to configuring, upgrading all infrastructure, and software 

licensing software.  

 

  

 

 



2.1.1. Definitions of  the Cloud Computing 

Few definitions of cloud computing are given below: 

According to the National Institute of Standards and Technology (NIST), the definition of "cloud 

computing is a model providing ubiquitous and convenient on-demand network access to a 

common pool of configurable computing resources (networks, servers, storage, applications and 

services) be promptly prepared and published with minimal effort to manage or interact with 

service providers”. Figure 2.1 presents basic features, services and deployment models [6]. 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 2.1: NIST Stack of Cloud Computing 

“Cloud computing is a large-scale, scale-based computing paradigm wherein a meager of 

abstract, virtualized, and run time  ascendable computing, stowage, platform, and service 

capabilities is provided to external customers upon request report to the Internet”[9]. 

2.2. Cloud Computing Models 

Cloud Computing has two types of models: 

• Service Model  

• Deployment Model.   



2.2.1. Service Oriented Cloud Computing  

Cloud service models are divided into three methods: software as a service, a platform as 

a service, and an infrastructure as a service. 

2.2.1.1. Software as a Service (SaaS) 

In the "Software as a Service" an application which distantly located and provided as per 

requirement by service provider via the Internet. There is no need to purchase software, but it is 

used on the basis of pay- as-you-go approach. Upgraded functionality and reduced cost are 

fundamental advantages of this model [4]. It provides licensed applications to its customers on 

demand and use as a service basis, like alesforce.com CRM application. The consumers of the 

SaaS need not to worry about control and management of the fundamental cloud resources [7]. 

In SaaS, only provider is the responsible to prevent the user’s data from theft or threat. 

Because of having full control and management over the user’s data, user hesitates to host his 

data on cloud because it does not guarantee the correct security measures [10]. However, keeping 

the data of an organization along with another enterprise data in a common datacentre can bring 

data theft. Also, if a SaaS provider uses public cloud services, business data can be stored with 

data from other different SaaS applications [11].  

A multilevel stack for a SaaS provider and critical aspects to cover between layers to 

ensure the security of corporate data are illustrated in figure 2.2. [12]. 

 



 

Figure 2.2: Layered Stack of SaaS 

2.2.1.2. Platform as a Service 

The Platform as a Service (PaaS) offers the platform to develop an application via the 

Internet. This allows the user to easily deploy the application starved of the price and difficulty 

of acquiring and handling basic hard-ware and soft-ware levels [8], [13]. An example of PaaS is 

GoogleAppsEngine. There is no need to install tools on the user's computer for deployment and 

application development. At the beginning PaaS systems are convenient. This allows you to 

deploy net based software, free of cost purchasing servers also the complication of their 

configuration [8]. 

In PaaS, applications are developed on top of the platform but restricted control is 

provided to the user. PaaS is also vulnerable to intrusion due to limited control of user’s over 

security. Hackers may attack visible code, including, but not limited to, code executed in a user 

context [14]. 



2.2.1.3. Infrastructure as a Service 

 Infrastructure as a Service (IaaS) provides an IT infrastructure (platform virtualization 

environment) as a service. Instead of buying IT resources, such as servers, software, data center 

space, or network equipment, customers outsource these services. [4], Amazon Web Services 

(AWS) is an example of IaaS. It enables the consumer to provide computing power, storing, 

grids, with required basic computing assets. Also permits the customer to upload and execute 

random soft-ware, that is, structures for exploitation and apps. In this category some of the 

package replicas are Drop-box, Sky-drive and Google-Drive. [15], [16]. 

IaaS is vulnerable to various security threats based on the cloud deployment model 

through which it is delivered. The public cloud is more vulnerable to the threat than the private 

cloud [17].   

2.2.2. Cloud Computing Deployment Models 

Reserved, open, public and fusion are cloud deployment models compliant with 

authorized access for users [18].  

2.2.2.1. Private Cloud  

Private cloud is installed particularly for the group which fully utilized by its staffs at the 

level of management which is succeeded and meticulous by the group or an intermediary. In this 

model, the cloud structure is deployed inside/outside. In Private Cloud, managing and upkeep is 

easy, safety is more also the association has maximum command on substructure and 

convenience [18]. 

2.2.2.2. Public Cloud  

Public users can use this template. Users can pay for services based on their consumption 

and dosage base. Due to the public availability of applications and services, it is more susceptible 

to safety extortions. In a public cloud, all users make it more susceptible to unbearable attacks. 

Services in the exposed cloud are provided through correct validation [19]. 

2.2.2.3. Hybrid Cloud  

This model is a mess of more than one cloud (private, community, public or hybrid). 

Some standard protocols connect participating clouds. This allows parties to meet their 

requirement in own private cloud.  In case of serious requirements (breaking the cloud for 

capacity matching), one may use the services [20].  



2.2.2.4. Community Cloud 

This model is the combination of more than one cloud (isolated, public, open or fusion). 

Contributing clouds stay connected through certain typical procedures. This permits the group to 

encounter its requirements in its individual cloud and, in the event of perilous requirements 

(disruption of the cloud for burden matching), they can take advantage of public cloud services 

[21]. 

2.3. Cloud Computing Issues  

Cloud Cloud acceptance is associated with many issues and problems, as shown in figure 

2.3, reflecting the precise commercial hazard of cloud facility and key obstacles. Despite the fact 

that numerous difficulties need superior devotion, we can consider the following: [22], [23], [24].  

A study conducted by International Data Corporation (IDC) [25] in September 2009, 

which presents quite a lot of issues related to cloud clients, in which security was ranked at the 

highest level. 

2.3.1. Security and Privacy  

There are three leading issues in cloud adoption i.e. security, performance and 

availability, according to the survey of IDC, illustrated in figure 2.3. Security and privacy issues 

arise from the data transaction and applications in web, control over loss of data and different 

security policies- a serious problem [25].  

Data storage processing suffers from several inherent risks during movement of data 

outside the control within an organization which makes it vulnerable to various attacks [18]. 

There are inner and outside intimidations. The external threat is modeled by different staff 

members and establishments that have no straight contact to the cloud [19]. A core safety risk is 

created by branch managers, present or previous employees of the group, and to facilitate 

operations allow access to resources, data and network. [20] Cloud computing creates 

confidentiality issues as facilitators can retrieve stored data from cloud [22], [23], [24]. 



 

Figure 2.3: IDC Survey on Cloud Computing Issues and Challenges. 

2.3.2. Availability 

Provide information on how to organize an organization, transfer information and access 

it. Availability can be affected on the temporal equilibrium, as well as on the absence of side 

effects. DoS spasms and usual methods stay intimidations to existence. Availability may be 

affected by the courts that cause the Toujoura, and the loss may be partial or complete. DoS 

attacks and natural disasters threaten accessibility [18].  

2.3.3. Virtualization 

The Virtualization is the formation of a simulated functioning, server, or network 

resources. Virtualization challenges the resource in several implementation states and regulates 

the physical things of the computing resources that result from the use of resources associated 

with the resource [18]. This has many significant glitches that essential to be addressed, namely: 

the problems with VM growth, the features of the workload of virtual machines, the safety 

problems in cloud communication based on the hypervisor, the safety of migration to live, 

needless relocation towards the private cloud, so on [26]. Complexity in management of 



infrastructure is due to virtualization, as well as more computerization is compulsory for 

sustenance important features, like computerization, request and flexibility necessities [27].  

2.3.4. Bandwidth Cost 

High-speed networks serve as the basis of cloud computing. Thanks to cloud computing, 

hard-ware and / or software are use full to save money, then quiet need high bandwidth charges 

[18]. It's almost unbearable to totally use cloud computing services short of speedy communiqué 

stations. Transferring toward the cloud nearly eliminates preliminary costs, though increasing 

price of records transmission in the net, that is, the costs related with moving data to private and 

other clouds and from them [28]. This problem is obvious if the consumer application consumes 

a lot of evidence, and consumer data is dispersed between some clouds (private / public / 

community). But for intensive work with the CPU in cloud computing, the cost of data 

transmission is lower than the cost of intensive work [29].  

2.4. Cloud Computing Challenges 

In this section, various challenges of cloud computing have been investigated. Some of 

these challenges are capability arrangement, managing of extra and outstanding resources, 

managing of mechanization of resources, estimate model, Service Level Agreement (SLA) [30]. 

These problems must not be imitated as path chunks in the pursuit of cloud computing, it is 

rather important to give serious consideration to these issues and explore the possible ways out 

before adopting this technology. Security related challenges are covered in the following 

subsections; 

2.4.1. Security and Privacy 

According to the International Data Corporation, a cloud of bananas (IDC), 87,5% 

operators worried for the safety problems in cloud computing. It is obvious that there is a 

security problem took an important first question is about cloud computing. [31]. The recent 

trend is the transformation of the user who made the cloud depending on many security 

problems. Security perspective to security fears associated with the current television cloud 

computing is the movement of the user facts available and controlled retrieval techniques 

overrides, those are dissimilar to old-style defence systems. Hazards associated with the cloud 

computing in their knowledge, in accordance with the care of the security, data privacy and 



private data, the integrity of the data, and the identity of the administration of this approach, you 

hope [32],[33]. 

2.4.2. Data Confidentiality 

Only authenticated & authorized parties or systems will have the ability to access 

protected data. There is a constant threat of data being compromised. This threat increases in the 

cloud due to the increased number of parties, devices and applications involved. When we 

migrate the data to the cloud, it inversely leads to an increase in the risk of compromising the 

data, as the data becomes accessible to an augmented number of parties, hence the vulnerability 

increases. In this point of view, there are number of concerns emerge regarding the issues of 

multitenancy, data remanence, application security and privacy [34].  

 Multipropiedad to the resource sharing. With traditional client-server computing model 

includes many resources in a cloud of memory, software, and network information. Cloud 

technology is built on selected resources based commercial prototype. (ie. Seneca users share the 

same resource). Retention of data and data sets in danger of destruction, whether intentionally or 

not [35]. Built remaining illustration of facts which has been deleted anyway. It has been widely 

dependent confidentiality cloud in the way of user authentication. It is essential that more 

stringent measures for the protection of user information. Management and data loss because of 

larceny remains a subsection of a bigger difficulty which controls retrieval to things, such as 

storage hardware, software, and de-authorization. Procedure to establish assurance in user IDs 

submitted automatically towards the information systems, absence of reliable validation may 

result in illegal entree toward a user account in a cloud, resulting in a opening of confidentiality 

[36]. Some of the major threats in data confidentiality are: 

• Cross-site scripting 

• Access control weaknesses 

• SQL injection 

• Cookie manipulation 

• Insecure storage (i.e. without strong encryption) 

Secrecy features can reduce the impact damage to encrypt data in our data encryption key 

if they lose, we lose customers. On the other hand, our data we can gather information online 

backup can be in the form of any accidental impact to reduce losses, but also greatly increase the 



susceptibility to infection in data. SaaS providers: IaaS PaaS, and in the additional information 

which will not be the security of checks should be oriented in the vulnerabilities, malicious data 

loss by means of the application of the proceeds from the secret, or if they were hired to care for 

the employees. Mission statement will always follow toward the practice of robust encryption 

data confidentiality [4]. 

2.4.3. Data Integrity 

It states toward the protection of facts as of unauthorized removal or alteration. The 

wealth of a thick cloud, they can be changed only by the authentic or the authority of the parties 

that the matter of giving and software that is meant to hate. There is no exception to the 

production, modification or intentional (random) [37]. This being the case, it is rightly to manage 

its resources in the cloud; you need to access the data. Prevent unauthorized access information 

about the identity and the creation of a large and constantly records system it is possible to 

achieve greater data integrity. [38] In addition, it is also relevant to the subject to determine what 

can or the integrity of the data. Therefore, the cloud service provider (CSP) stands to uphold 

confidence in the honesty and correctness of data. Encoding is enough privacy, then there is no 

integrity.  

For the veracity of a Message Authentication Code required (MAC). This was done in the 

ways that relay function. But now, since it is not an easy task to compute summary information 

for a message, but not easy to find the information, if there is a cause of short posts [39],[40]. If 

IaaS, the way in which they celebrated in the mass storage, is significantly increased, and the 

integrity of data is of prime importance. IaaS data stored by the targeted zero gigabytes. Since 

this process requires an effective technique to ensure the integrity of the data (without taking into 

clouds moving data back and forth). There is also a big problem if very little information about 

their clients for information on the whereabouts (such as a dynamic movement of data in a 

cloud), or physical systems on which they are put in storage [4], [5]. 

2.4.4. Identity and Access Management 

These control mentions the mechanism to control access to the facilities and sources of 

the cloud running so that customers can use only authorized resources. It is liable for handling 

admission to different identifiers panels, support for strong authentication, authorization on the 



basis of trust assigned different roles, but one channel signal (SSO), identity cards and user 

activity monitor [41]. Identification Federation of identity important part of access management 

and makes it possible to connect and transmit the same term confidence in the data [39]. It 

provides ensure service which ensure privacy and veracity of stored data in cloud. That is, the 

validation, it would be, in me. Authentication - User authentication is the process or the system 

(check the credentials provided by the user) in the same unique name of the role assigned to each 

user. This is a basic step necessary in the grant / deny access to cloud resources. Does not require 

the ratio of multifactor authentication as a greater security for all. Multifactor authentication 

includes a combination of two or more different authentication methods (except passwords). 

Biometric attributes include OTP (one-time Password) [42]. 

 Today, most companies use the Lightweight Directory Access Protocol (LDAP) 

repository [39] to securely manage credentials and employee attributes. It guarantees an 

adequate safe follow-up and permission control system for ensure better practice of the access 

control mechanism.  Validation is an important procedure which is necessary to regulate it 

rights for the customer once validate for access to the cloud services possessions. In fact, 

authorization over a customer ID is later process once validation is completed [4], [5]. Lack of 

proper identification and access control leads to loss and leakage of data, which leads to 

inadequate mechanism over customer access and information safety (as well as privacy and 

veracity). Identity and access management implies [4], [5]: 

• User Management 

• Authentication Management 

•  Authorization Management 

• Credential and Attribute Management 

• Identity Federation 

2.4.5. Trust 

  Trust is a complex concept, for which there is no generally accepted academic definition. 

In cloud computing environment its difficult and dangerous to trust someone to the full. Trust is 

an important function that plays a key role in the relationship between users and CSPs (cloud 

service providers) that participate in the exchange of valued facts or data available in the cloud. 

As mentioned in ITU, 2001 : Unlike cloud computing, reliance may be distinct like: "entity A is 

considered a trustee of another object B, when entity A believes that object B will behave exactly 



as expected and required". Any object must be reliable to safely share resources through the 

cloud. To be reliable, the organization must take measures that will allow it to provide the 

required services with accuracy and reliability, which can ensure that transactions with the object 

depend on its reliability. It also determines the confidence that expresses the client's belief in the 

quality of his service, the effectiveness of his work, the effectiveness of his distribution of 

resources through the cloud in accordance with all norms and rules, simultaneously; It similarly 

comprises necessary step of safety pledge besides recognition of the less threat feature. Here are 

the chances of the term "intermediate trust" where customers will apply trust [43]. Delegating 

control over an organization that owns the infrastructure requires the application of security 

policies that guarantee a reduction in risk. In comparison with private cloud facilities are 

uploaded and dispersed inside company, it’s difficult to promise faith in a community cloud 

wherever intimidations and safety hazards remain presented. Inside isolated/ personal cloud, the 

total accountability for safety rests with one private group, since trust relationships should not 

depend on an external object. In the instance, a public cloud, belief hangs entirely on the 

accountability of the cloud facility supplier for enforcing security policies. The interdisciplinary 

compilation of the academic meaning of faith is: "Confidence is a psychosomatic phase which 

includes the purpose to admit susceptibility created on optimistic hopes of the purposes or 

conduct of one more" [43]. 

Evaluating the reliability of cloud computing, this can stay valuable to differentiate 

among communal and technical environments to ensure a permanent and dynamic trust, since all 

these aspects of trust may be necessary [44]. 

2.4.5.1. Persistent Trust 

Persistent trust is trust in long-term underlying properties or infrastructure; this arises 

through relatively static social and technological mechanisms. 

2.4.5.2. Dynamic Trust 

Dynamic trust is trust specific to certain states, contexts, or short-term or variable 

information; this can arise through context-based social and technological mechanisms. There 

exist some serious questions that need to be answered: How do we establish trust and determine 

access mapping to satisfy inter-domain access requirements? How do we manage and maintain 

dynamically changing trust values and adapt the access requirements as trust evolves? One of the 

solutions to get ride-off security risk concern with trust is the Service Level Agreement [45]. A 



service-level agreement is a negotiated agreement between two parties, where one is the 

customer and the other is the service provider. This can be a legally binding formal or an 

informal “contract” (for example, internal department relationships) [46]. 

2.4.6. Insider Access  

Most companies focus their resources and defensive strategies on protecting the 

perimeter from outsider attacks but often the greatest damage can be done by someone already 

inside these defences [47]. System administrators can be a company’s most trusted ally or their 

worst nightmare depending on their motivation or personal interest. Data processed or stored 

outside an organization’s physical boundary, its firewall, and other security controls bring an 

inherent level of risk technologies [48], [49].  

2.4.7. Risk 

 Risk is the chance that an incident will occur and harmfully affect the success of intents. 

The cloud technology and non-cloud technology solutions suffers with same types of risks i.e. 

security, integrity, availability and performance [50]. An organization’s level of risk depends on 

how and for what purpose the cloud solutions are used.  

 

2.4.7.1. Disruptive Force 

When an industry member adopts cloud solutions, other organizations in the industry 

could be forced to follow suit and adopt cloud computing [50]. 

2.4.7.2. Lack of Transparency 

The cloud does not contain statistics about its procedures, processes, controls and events 

for users. For example, cloud clients have little knowledge of data storage locations, procedures 

used by CSP to provide or assign computing possessions, precise panels used to guard 

mechanisms of the cloud design, or how the client data is parted by a cloud [51],[52]. 

2.4.7.3. Security and Compliance Concerns 

In cloud computing, safety and service matters can rise thru regard to rules and acts, like 

the Sarbanes-Oxley Act of 2002 [53], the HIPAA Act of 1996 [54], the US PATRIOT Act [55], 

the EU Data Protection Directive, the Malaysian Data Protection Act 2010 [56] and the Law on 

Amendments to India [57] were adopted in dissimilar republics. In the cloud, data is beyond the 

direct management of the organization.  



2.4.7.4. Data Leakage 

When tenants are more vulnerable to information leaks access numerous cloud with 

compromised that he was not given, and dedicated servers simply means the organization [58]. 

The risk is a basketball data and information linked to the privacy and confidentiality of war 

[51]. 

2.4.7.5. Cloud Service Provider Feasibility 

Cloud facility suppliers might eventually go through a partnership in the initial phase. For 

instance an outcome, CSP users might face functioning disturbances or suffer the time and cost 

for examination also accepting another resolution, for example adapting back to in house held 

resolutions [59] 

2.4.8. Risk Management  

A risk management process must be used to balance the benefits of cloud computing with 

the security risks associated with the agency handing over control to a vendor. A risk assessment 

should consider whether the agency is willing to trust their reputation, business continuity, and 

data to a vendor that may insecurely transmit, store and process the agency’s data [60].  

2.4.9. Identity Management 

One frequent issue is that identification and authentication framework may not easily 

integrate into the cloud. Extending or changing the existing identity management framework to 

support cloud services may be difficult and may result in additional expense [61]. 

2.4.9.1. Authentication 

To manage consumers and validate their authenticity prior to provide access to 

applications and data, the provision of a cloud service provider is the standard for security mark-

up language (SAML) [61]. For example, by Amazon web facilities, when a user mounts a public 

key certificate for validation SOAP desires to EC2 to relate with it [62]. Checking the security of 

SOAP messages is multifaceted and should be done with care to avoid attacks. Attacks of XML 

skins that are associated with the operation of SOAP messages have been effectively confirmed 

with respect to the services of the Amazon Elastic Compute Cloud (EC2) [63], [64].  

2.4.9.2. Access Control 

User rights and right to use mechanism are needed as part of identity management. As a 

substitute of using the exclusive facility supplier edge to switch right to use to cloud resources, 



you can practice mark-up standards for access control (XACML) [65]. XACML monitors the 

service edges that most vendors own, like sales-force.com and Google-Apps, which previously 

had XACML focuses on the mechanism of consent solutions, which SAML supplements [66]. 

SAML transmits authentication and authorization decisions between individuals [67]. 

Communication between XACML objects is susceptible to attack by malicious third parties. 

Therefore, there must be protection between the solution and the authorization solution in 

XACML objects, which can protect the attacks of vulnerable malicious third parties [67]. 

2.4.10. Software Isolation 

In elevation levels of multi-tenant properties are used for reliable services and cost-

effective demand creation in cloud computing. To achieve this goal, service providers must 

provide flexible and dynamic service delivery and separation of customers’ sources. In cloud 

computing, multiple-leases are usually achieved via multi-plexing the execution of virtual 

machines of dissimilar users on the similar physical server [68]. But apps deployed in visitor 

computer-generated machines are still subject to attacks and negotiations. For example, a botnet 

that runs outside the Amazon EC2 cloud [69].  

2.4.10.1. Hypervisor Complexity 

A Virtual machine monitor (VMM) remain used to concurrently start several guest virtual 

machines, concurrently trace functioning schemes and uses on one host computer, and offer 

separation among the visitor VMS. VMM is less and less intricate than the functioning scheme. 

Due to its lesser dimension and easiness, VMM is informal to examine and increase the value of 

safety. VMM offers power to the clouds to preserve a robust parting between visitor simulated 

engines [68]. Let's say, Xen, x 64 open sources VMware, integrates an adapted Linux kernel to 

implement a advantaged barrier aimed at inbound / outbound processes [69]. 

2.4.10.2. Attack Vectors 

Disadvantages in software development edges and order treatment are mutual 

responsibilities for perceiving susceptibilities that will be used [70]. For example, a susceptibility 

was originate in the VMware subroutine that handles FTP requests, permitting especially crafted 

requirements to immoral the heap buffer on the hypervisor, this can permit implementation of 

random cypher [71]. 

2.4.11. Data Protection 



Cloud based data is normally in a common location using the records of another clients. 

Confidential data is monitored and managed by organizations in the cloud, so there must be some 

way to control access to data and store data [60].  

2.4.11.1. Data-Isolation 

Access control - a tool that permits you to store data from illegal users, encryption - the 

other [72]. Based access controls are almost the same, making an increase of user authentication 

in cloud computing. Database of cloud computing environment that is used may differ 

meaningfully. Let's say, particular people have claimed that the medium is a model of multiple 

instances with several other model supports [60]. The first database management system 

provides one instance of each service that runs to give a definition of a user in a virtual machine 

using the power of the parties, the user would be others tasks Security.  

2.4.11.2. Data-Sanitization 

Disinfection is the filtration or removal of confidential data from a storage device in 

various situations. In a cloud computing environment, data is collected and maintained along 

with a subscriber with data from further members, can be difficult  the situation [73]. E.g., if you 

have necessary expertise also tools, you can restore data from defective blocks that service 

providers do not properly fix [60]. 

2.4.11.3. Data Location  

Data location of the data is one of the most common problems that the organization faces. 

A feature of many cloud computing services is that detailed information about the location of the 

organization's data is not available or disclosed to the service subscriber [74]. This situation 

makes it difficult to determine whether there are sufficient safeguards and compliance with legal 

requirements and compliance. External audits and security certificates can mitigate this problem 

to some extent, but they are not a panacea [75]. 

2.4.12. Availability  

Accessibility offers a full set of computer assets that are available and available at any 

time. Accessibility and loss may be there provisionally or forever, incomplete or complete 

respectively. An attack on DoS, failures of equipment as well as usual tragedies remains 

intimidations to accessibility [60]. 

 



2.4.12.1. Temporary Breakdown 

Cloud computing services can cause interruptions in performance and slow performance 

due to lack of availability and reliability features [76]. For example, in February 2008, Amazon 

Simple Storage (S3) and EC2 services suffered for three hours, which in turn affected Twitter 

and other start-ups that use services [77], [78]. Refer 2009’s June, an electric tempest affected 

incomplete interruption of Electronic Cloud 2, which results certain customers only in 4 hours. 

Likewise, the let-down of the database in Salesforce.com produced interruption for some times 

in 2008’s Feb, and 2009’s Jan, other reduction happened because of a web device let-down. [79], 

[80].  

2.4.12.2. Long or Permanent Outages 

Eliminating or losing an installation can create serious problems that can affect 

maintenance for a long time or cause a complete shutdown. For example, in Texas, the Federal 

Bureau of Investigation (FBI) raided a computer center and hundreds of servers get seized while 

inspecting claims of fraud counter to several companies operating in the centers in April 2009 

[81], They seized the interrupted service to hundreds of other companies not associated with 

studies that have had the hard luck that their computer processes are located in selected centers. 

Other examples are the large data loss experienced by Magnolia, the bookmark store service, and 

the abrupt failure of Omni drive, an online store provider that closed without telling users in 

2008 [82],[83]. 

2.4.13. Denial of Service 

Attacking DoS means soaking a goal by false wishes to avoid timely replies to genuine 

requests. Attacker particularly practices numerous computers or a botnet to launch an attack [84]. 

Although, an ineffectively dispersed DoS attack can rapidly engross a great quantity of assets to 

protect itself and source disappointments in the increase. Let's say, the DoS attack by Bit Bucket, 

the cipher holding place, produced in an interval of more than 19 hours of idleness during the 

obvious denial of service attack of the basic Amazon cloud infrastructure that uses [85], [86]. 

2.5. Attacks in Cloud Computing 

Subsequently, here present-day safety occurrences associated to Cloud Computing.  

 

 



2.5.1. XML Signature 

 Attacking procedures that use the XML mark for verification or honesty is the XML 

Mark Component Wrapping [87]. Attacks on the wrapper were exposed by McIntosh and Austel 

in 2005. E.g., in [88] a technique was introduced named "online approach" to defend certain key 

possessions of the arrangement of SOAP messages and, thus, to avoid wrapping attacks. Until 

2008, it turned out that Amazon Electric Cloud 2 facilities remained susceptible to occurrences 

on the wrapping [89]. 

2.5.2. Browser Security 

AJAX methods are used in current web browsers and are more suitable for E / S. But 

what about security? [89], [90]. The security policies of different browsers should be compared 

with the most important versions of browsers [91]. Signing XML or XML encryption is not 

performed directly by web browsers. Data can only be encoded via TLS, and marks are used 

only in the exchange of TLS messages [92].  

2.5.3. Attacks on Browser-Based Cloud Authentication 

To authenticate against the cloud, the browser is not able to create cryptographically 

correct XML markers (for example, SAML tokens), so it can be done with a trusted third party 

(Microsoft Passport protocol) [93]. 

2.5.4. Cloud Malware Injection Attack 

Such attack spasm is aimed at adding a hateful facility or computer-generated mechanism 

to the cloud system to perform a specific (malicious) goal. In this attack, the attacker creates his 

own malevolent facility request module (SaaS or PaaS) or an example of the computer-generated 

mechanism (IaaS) and adds it to the system in the cloud. The attacker must deceive the system in 

the cloud, seeing a new example of the application of the service as one of the real instances for a 

particular service attacked by the enemy [97].  

2.5.5. Metadata Spoofing Attack 

In this occurrence, an aggressor seeks to unkindly reconstruct metadata rumors about 

Web services. For example, an enemy can change a service from the Web Services Description 

Language (WSDL) to call the deleteUser action syntactically like calling another operation, ex. 

setAdminRights [88]. 

 



2.5.6. Flooding Attacks 

Cloud Computing allows you to dynamically adapt hardware mandrels to the actual 

workload, rather than buying the server hardware required for a large workload. There is a 

disadvantage with regard to this architecture for security reasons; creates serious problems in 

which an attacker sends a large number of false requests to a particular service. This increased 

workload due to the request for an attack.  

2.5.7. Direct Denial of Service Attack 

After huge occurs in a drowned facility to endure with this extra assignment, the cloud 

begins to deliver more dispensation power, for example virtual technologies, more cases of the 

service [88]. Therefore, the server hardware progression no longer has limits for the maximum 

workload.  

2.5.8. Indirect Denial of Service 

While a flood occurs, the server's hardware resources are completely exhausted by 

processing flooding requests, because these other instances of the service on the same hardware 

can no longer perform the intended tasks. Thus, denial of service to instances of the target 

service can cause a DoS attack for all other services deployed on the same server [98]. 

2.6. Comparative Analysis for Strengths and Limitations of Some of the 

Existing Security Scheme 

Table 2.1 shows a comparison of several proposed methods and lists the strengths and 

limitations of some existing security schemes. 

Security 

Scheme 

Suggested 

Approach 

Strengths Limitations 

Data Storage 

security [94] 

Uses a homomorphic 

figurative by means of 

dispersed 

substantiation of data 

encoded by removal 

to safeguard the safety 

of data storing and 

1. It cares active 

processes in data 

chunks, such as 

informing, removing 

and addition deprived 

of destruction or data 

1. cares lively 

processes in data 

chunks, such as 

informing, erasing 

and addition 

without harm or 



discover the criticized 

server.  

damage. 

2. Actual in 

contradiction of 

amendment of data 

and server spasms, as 

well as alongside 

Byzantine fiascos. 

data damage. 

2. Actual beside 

data variations and 

server conspiracy 

doses, as well as in 

contradiction of 

Byzantine fiascos.  

Consumer 

individual 

security     in 

cloud computing 

[95] 

Usages a lively packet 

structure, by which 

bases are associated 

by means of encoded 

facts and 

multiprocessing 

controls.  

You do not need a 

reliable third party 

association (TTP) to 

confirm or prove the 

uniqueness of the 

customer. Therefore, 

the users proof of 

identity is not 

unveiled. TTP relics 

free and can be used 

for other drives, such 

as decryption. 

A lively packet 

cannot be 

performed at all on 

the host of the 

invited service. 

This can lead to a 

system 

susceptibility. ID 

relics top-secret, 

and the user does 

not have 

authorization for 

their desires. 

Faith prototypical 

for 

interoperability  

and safety in 

irritated cloud 

[96] 

1. Separate domains 

for providers and 

consumers, each of 

which has a unusual 

reliable proxy. 

2. Different belief 

plans for service 

suppliers and 

1. Support customers 

side-step malevolent 

sources. 

2. Assistance 

suppliers escape 

Sharing / helping 

hateful users. 

Defence in a large-

scale situation with 

manifold clouds is 

a lively problem. 

This existing 

arrangement can 

handle a 

incomplete number 

of safety pressures 



consumers. 

3. Issues of time and 

dealings are taken into 

account for 

transmission faith. 

in a fairly small 

situation.  

Virtualized 

resistance and 

status based 

belief managing 

[97]. 

1. It uses a ladder of 

superposition 

networks based on 

DHT, with precise 

responsibilities that 

each level necessity 

do. 

2. The lowermost 

level worries the 

accumulation of status 

and test collars. The 

uppermost level has 

numerous spasms. 

Extensive usage of 

virtualization for 

preservation clouds.  

The future model is 

at an initial phase 

of expansion and 

desires more 

replications to test 

the success.  

Protected 

virtualization [98]. 

 

 

1. The impression of 

an progressive scheme 

of defence in the 

cloud (ACPS) is 

proposed to deliver 

the safety of guest 

virtual machineries 

and middleware of 

dispersed computing. 

2. The behaviour of 

A virtualized network 

is focus to numerous 

types of refuge 

attacks that can be 

designated by the 

visitor virtual 

mechanism. The 

ACPS system screens 

the visitor virtual 

machine deprived of 

being perceived and, 

The recital of the 

scheme is 

somewhat 

condensed, and 

there is a small 

recital constraint. 

This performances 

as a restriction for 

the acceptance of 

the ACPS system. 



the cloud mechanisms 

can be controlled by 

recording and 

occasionally 

inspecting the 

executable system 

files. 

therefore, can block 

any doubtful action 

and inform the 

system safety system. 

Safe virtual 

network in cloud 

environment  

Cloud suppliers were 

asked to pelt the 

interior arrangement 

of their services and 

the strategy of cloud 

location, and also 

emphasis on the 

hazards of side 

channels in order to 

decrease the option of 

information escape. 

It offers ID of the 

adversary or the 

aggressive 

contributor and 

assistances us to 

discovery an isolated 

place to grasp the 

target by the 

aggressor and, 

therefore, assurance a 

safer situation for 

other virtual 

machines.  

If the opponent 

distinguishes the 

position of other 

virtual machines, 

you can try to 

attack them. This 

can harm other 

virtual machines in 

the internal.  

Table 2.1: Comparative Analysis for Strengths and Limitations of Some of the 

Existing Security Scheme 
 


